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OITPEAEJIEHMA

B macrosimieM JOKyMEHTE HCIONB3YIOTCS CIEAYIONIME TEPMUHBI U HUX
oTpezeNeHus:

ABTOMATH3HPOBAHHAS CHCTEMAa — CHCTEMa, COCTOAIAs U3 TMEpPCOoHala U
KOMIUIEKCA  CpPEACTB  aBTOMATH3allMM  €ro  JEeATENbHOCTH,  peallu3yrouas
MH()OPMAIMOHHYIO TEXHOJIOTHIO BHIMIOTHCHUS YCTAHOBICHHBIX (DYHKIIUH.

AyTeHTHGUKANUS OTHPABUTENS JAHHBIX — TIOATBEPXKACHHUE TOrO, YTO
OTPABUTEIIb MMOTYYECHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

Be3onacHocTh NepCOHANBHBIX JAHHBIX — COCTOSIHUE 3alllUIICHHOCTH
MEPCOHATBHBIX  JIAHHBIX, XapaKTepU3yeMoe  CIIOCOOHOCTHIO  MOJIB30BATENEH,
TEXHUYECKUX  CPEACTB M MH(MOPMALMOHHBIX  TEXHOJOTHH  OOECHeuuTh
KOH(UIEHIIMATLHOCTb, [IEJTOCTHOCTh U JIOCTYITHOCTh MEPCOHANBHBIX JAHHBIX MPH UX
00paboTke B MHPOPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHbBIX.

BuoMerpuueckue mnepcoHaJibHble IaHHbIE — CBEJCHUS, KOTOPHIC
XapaKkTepu3yroT (U3MOIOTMYECKHEe OCOOCHHOCTH 4YeJIOBEKAa M Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBHUTH €r0 JUYHOCTbH, BKIIOYas (hoTorpaduu, OTIEUaTKH MajbleB, 00pa3
CETUaTKH IJ1a3a, 0COOCHHOCTH CTPOCHHUS Tea U APYTyIo NoJ00HYI0 HHPOPMAIHIO.

BaokupoBaHue nepcoHaNbHBIX JAHHBIX — BPEMEHHOE TpeKpalieHue coopa,
CUCTeMAaTH3alliK, HAKOIUICHUS, WCIOJIb30BaHUSA, PACHPOCTPAHEHUs, MEPCOHATBHBIX
JAHHBIX, B TOM YHCJIC UX Tepeadu.

Bupyc (koMnboTepHbIi, NIPOrPAMMHBIN) — HCHOJHAEMbIA MPOrPAMMHBIN
KOJ WJIM WHTEPIPETUPYEMbI HAa0Op WHCTPYKIUH, OOJIAJAIONIN CBOHCTBAMHU
HECaHKIIMOHUPOBAHHOIO PAacHpoCTpaHeHuss U camoBocnpousBeneHusa. Co3naHHbIe
OyONHMKaThl KOMIIBIOTEPHOTO BHUpPyCa HE BCErJla COBMAJAIOT C OPHUTHHAIOM, HO

COXPaHSIOT CIIOCOOHOCTb K JanbHeneMy pacrpoCTpaHEHHIO u
CaMOBOCIIPOU3BEJCHHUIO.
Bpenonocnas mporpamma — mporpamMma, —I[peAHa3HAu€HHas Ul

OCYILECTBJICHUSI HECAaHKIMOHUPOBAHHOTO JIOCTyNa W (MJIM) BO3JEHCTBUSA Ha
MEepPCOHANbHBIE JaHHbIE WIM pPecypchbl MHGOPMAIMOHHONM CHUCTEMBI MEPCOHATBHBIX
JAHHBIX.

BcenomorarenbHble TeXHHYeCKHE CPEACTBA W CHCTEMbI — TEXHHYECKUE
CpeACTBa M CHCTEMbI, HE MpelHa3HAuYeHHbIE JUIs Tepeaad, o0OpabOTKU U XpaHEHUs
MEPCOHANBHBIX JAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUUYECKUMHU CPEICTBAMU
U CHUCTEMaMH, NpeJHa3HauYeHHBIMHU Ui OOpaOOTKH MEPCOHAIBHBIX JAHHBIX WIH B
MOMEILIEHUAX, B KOTOPHIX YCTAaHOBJIEHbl MH(POPMAIIMOHHBIE CUCTEMbI NEPCOHAIBHBIX
JAHHBIX.

JocTyn B ONEPAaMOHHYI0 Cpeay KoOMIbHOTepa (MHGOPMALMOHHON
CHCTeMbl TMEPCOHAJIBbHBIX [AaHHBIX) — TIIOJIy4YEeHHE BO3MOXHOCTH 3allyCKa Ha
BBIMOJIHEHUE IITATHBIX KOMaH[, (YHKIMHA, TMpOLEeAyp ONEpallMOHHOW CHCTEMBI
(YHUYTOXKEHMS, KONMMPOBAHMS, NEpeMEeUIeHUs] W T.I.), HCIOJHAEMBbIX (QailoB
MIPUKJIAIHBIX IPOTPaMM.

HJoctyn k uHdopMauum — BO3MOXKHOCTb MOJIyd€HUsS HHPOpMaluu U ee
UCIOJIb30BaHUS.

3akiamovHoe YCTPOMCTBO - 3JIEMEHT CpeacTBa cheMa
WH()OPMAIIMN,CKPBITHO BHEJIPSAEMBIA (3aKJIaJpIBaCMbIii HMJIM BHOCHMEBI) B MecTa
BO3MOXXHOTO CcheMa WH(pOpManuud (B TOM 4YHUCIE B OTPAXKICHHE, KOHCTPYKIIHIO,
o0opymoBaHue, TpPEeIMEThl HMHTEPhEpa, TPAHCIOPTHBIC CPEJICTBA, a TaKKe B
TEXHUUYECKUE CPEJICTBA i CUCTEMbI 00pabOoTKH HH(POPMAIIUN).

3amumaemasi uHopmanus — wuHGOpPMAIHS, SBISIOMAACI PEIMETOM
COOCTBEHHOCTH U TOJIXKAIAsl 3alUTE B COOTBETCTBUU C TPEOOBAHUSMHU MPABOBBIX
JOKYMEHTOB HJIH TPEOOBAHHSIMH, YCTAHABIIUBAEMBIMH COOCTBEHHUKOM HWH(OpPMAITHH.

HNpentndukanus — rmnpucBoeHHE CyOBbeKTaM M OOBEKTaM  JIOCTyIa
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uaeHTuduKaTopa u (WIM) CpaBHEHUE MPEIBABIIEMOr0 UISHTH(HUKATOpA C TIEpEUYHEM
MIPUCBOCHHBIX UACHTU(DHUKATOPOB.

NudopmaTuBHbIii CHUrHAJ — DJJIEKTPUYECKUE CHTHAIbl, aKyCTUYECKHe,
AJIEKTPOMArHUTHBIE U ApYyrue (QU3MUecKue MOJs, MO MapameTpamM KOTOPBIX MOXKET
OBITb pacKpbiTa KOH(UIEHIMATbHAS HWHMOpMaIUsa (MepCOHAIbHBIC JIAHHBIC)
obOpabateiBaeMasi B MH()OPMAIIMOHHOW CUCTEME IEPCOHATBHBIX TaHHBIX.

HNudopmanuonHas cucremMa mnepcoHadabHbIXx aaHubix (MCILIH) —
nH(pOpPMAIMOHHAsL CUCTEMA, IMPEJCTaBIAONIas cO00 COBOKYIMHOCTh MEPCOHAIBHBIX
JaHHBIX, COJepXKaIIUXCcs B 0a3e MaHHBIX, a TaKkKe MH(POPMAIMOHHBIX TEXHOJOTHI U
TEXHUYECKUX  CPEICTB,  IO3BOJIAIONIMX  OCYIIECTBIISATH  OOpabOTKY  TaKHUX
MEPCOHANBHBIX JIAHHBIX C HCIOJNb30BAaHUEM CPEACTB aBTOMAaTH3aluu MWiId 0e3
MCIIOJIb30BAHUS TAKUX CPEJICTB.

NudopmanuonHble TEXHOJOIMM — IIPOLIECCHl, METOIbI TOHCKa, cOopa,
XpaHeHus, 00pabOTKH, MPETOCTABICHUS, PACIPOCTPaHEHHsI HH(POPMAIIMH U CIIOCOObI
OCYIIIECTBICHHS TAKUX MPOLIECCOB U METOJIOB.

Hcnoab3oBaHue NEPCOHANBHBIX [JaHHBIX — JIEUCTBUS (omepauuu) ¢
MEPCOHANBHBIMU JaHHBIMH, COBEPILIAEMbIE OMEPATOPOM B LENSIX MPHUHITUS PEIICHUN
WIA COBEPUICHUS WHBIX ACWCTBUH, MOPOXKIAIOMINX OPHIMYECKUE MOCIEICTBHUS B
OTHOIICHUU CYOBEKTa MEePCOHANBHBIX JAaHHBIX WM JPYTHX JIUI JIMOO MHBIM 00pa3oM
3aTparuBarOIIMX NpaBa W CBOOOJIBI CYOBEKTa MEPCOHAIBHBIX JAHHBIX WM JIPYTHX
T,

Hcrounnk yrpo3sl 0e30macHOCTH HHPOpMAUUM — CYOBEKT JIOCTYIIA,
MaTepUaIbHbIA OOBEKT WM (UINYECKOE SBJICHUE, SBIAIOIMIMECS TMPUYMHON
BO3HUKHOBEHUS YIpO3bl 0€30MaCHOCTH UHPOPMALIUH.

KonTposaunpyemasi 30Ha — IpoCTPaHCTBO (TEPPUTOPHUSL, 31aHUE, YACTh 3/IaHUS,
MOMENICHUE), B KOTOPOM HCKJIFOUEHO HEKOHTPOJIHUPYEMOE MpeObIBaHUE TTOCTOPOHHUX
JIUI], a TAKXKE TPAHCHOPTHBIX, TEXHUUECKUX M UHBIX MaTepUaIbHBIX CPEICTB.

KonpuaeHunajlbHOCTh TNMEPCOHANBHBIX [JAaHHBIX — O005S3aTENbHOE JUIS
COONIOAICHUSI OMEPATOPOM WIU HMHBIM TOMYYUBIIMM JIOCTYH K TI€PCOHAIBHBIM
JTaHHBIM JUIIOM TpeOOBaHWE HE JOIYCKaTh HMX paclIpOCTpaHEHHE Oe3 COoryiacus
CyObeKTa MepCOHATBHBIX JAHHBIX WM HAJTUYWs HHOTO 3aKOHHOTO OCHOBAHUSI.

Me:xkcereBoii  3KpaH —  JOKaJbHOE  (OJJHOKOMIIOHEHTHOE)  WJIHI
(GYHKIHOHATIBHO-pACHpeeICHHOE MPOrpaMMHOE (mporpamMMHO-anmapaTHoe)
CpencTBO (KOMIUIEKC), pealu3yroliee KOHTPOJIb 32 MH(OpMaIlueld, MOoCTymaroIe B
MH(OPMALIMOHHYIO CHCTEMY TIEPCOHANBHBIX JaHHBIX W (WIM) BBIXOJAIICH U3
MH(OPMALIMOHHON CUCTEMBI.

Hapymmresb 6e30MacHOCTH MePCOHATBHBIX AAHHBIX — GU3NYECKOE JIUIIO,

CIly4aiilHO WM TpeJHaMEpPEHHO COBepIIarollee ACHCTBUS, CIEICTBUEM KOTOPBIX
SBIIAETCS HapylleHHe Oe30MacHOCTH MEePCOHANBHBIX JaHHBIX MpH HX 00paboTke
TEXHUYCCKUMH CPEJICTBAMHU B MH(POPMAITMOHHBIX CUCTEMAaX NIEPCOHABHBIX JaHHBIX.

HeaBTomMaTu3npoBanHas 00padoTKa NMepCOHATBbHBIX JAaHHBIX — 00paboTKa
MIEPCOHANBHBIX JIAHHBIX, COACPKAIIUXCS B HH()OPMAITMOHHONW CHCTEME TIEPCOHATBHBIX
JAHHBIX JTMOO W3BICYCHHBIX W3 TAKOW CUCTEMBI, CUMTAETCS OCYIIECTBICHHOW Oe3
WCIIOJIb30BAHUS CPEACTB aBTOMATH3aIui (HECaBTOMATH3HPOBAHHOMW), €CIIM TaKUe
JNEHCTBUS C TMEpPCOHANbHBIMU JaHHBIMH, KaK HCIIOJIb30BaHHE, YTOYHEHUE,
pacmipocTpaHeHHe, YHUITOKEHUE TIEPCOHABHBIX JaHHBIX B OTHONICHHH KaXKJIOTO U3
CyOBEKTOB TEPCOHATBHBIX JIAHHBIX, OCYIIECTBISIOTCS TPU HEMOCPEICTBEHHOM
Y9aCcTHH YeJIOBEKa.

He nexiapupoBaHHBbIE BO3MOKHOCTH — (DYHKIIMOHAIbHBIE BO3MOKHOCTH
CPEJICTB BBIYUCIIMTEIBHOW TEXHHWKH, HE OINKMCAHHBIC WU HE COOTBETCTBYIOIIUE
OMHCAaHHBIM B JOKYMEHTAIIUH, TIPU KCIIOJIb30BAHUU KOTOPBIX BO3MOXHO HapyIICHHE
KOH(PHUACHIIMAIBHOCTHA,  JOCTYITHOCTH WM  [EJIOCTHOCTH  oOpabaTbiBaeMoOi
uHpopMaluu.
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HecaHKIIMOHMPOBAHHBIN J0CTYNl (HECAHKUMOHMPOBAHHBbIE I€iCTBUA) —
JI0CTYn K HWH(pOpManmuu wid ACUCTBUS ¢ MHPOpManueld, Hapylaiolue MpaBuiia
pasrpaHUYeHus] JOCTyNa C KCIOJb30BAHHEM IITATHBIX CPEACTB, MPEIOCTABIISIEMBIX
MH(GOPMAIIMOHHBIMH CUCTEMaMH MIEPCOHATBLHBIX JTAHHBIX.

Hocureas undopmanuu — $puznyueckoe U0 UM MaTepUAIbHBINA OOBEKT, B
TOM 4Hclie (PU3NYEecKoe MoJie, B KOTOPOM MH(pOpMAaLUs HAXOIUT CBOE OTPaKEHUE B
BUJIE CHMBOJIOB, 00pa3oOB, CHUTHAJIOB, TEXHMYECKUX PEIICHUH U TMPOIIECCOB,
KOJIMYECTBEHHBIX XapAaKTEPUCTHK (PU3MUECKUX BEITUYHH.

OO0e3IMuMBaHue NEPCOHAJBHBIX [AHHBIX — JICHCTBUS, B pe3yJjbTaTe
KOTOpPBIX HEBO3MOXKHO OIPEACIUTh INPUHAAIEKHOCTh IEPCOHAIBHBIX JIAHHBIX
KOHKPETHOMY CYOBEKTY NEPCOHAIbHBIX IaHHBIX.

OO0padoTka mNepPCOHAJBHBIX JAHHBIX — JCHCTBUA  (omepamuu) ¢
MEePCOHANBHBIMU  JTAaHHBIMU, BKJIOYas cOOp, CHUCTeMaTHU3alliio, HaKOIUICHHE,
XpaHeHue, yrounenue (0OHOBIICHHE, U3MEHEHHUE), UCIIOIb30BaHUE, PACIPOCTPAHEHUE
(B TOM uymcrne mepenady), oO0e3TMYMBAHME, OJIOKUPOBAHHME, YHHUTOKEHUE
[IEPCOHANIbHBIX JTAHHBIX.

OO0menocTynHble NepcoHaIbHbIE JaHHbIE — IEPCOHATIbHBIC JaHHBIC, JOCTYII
HEOrpaHUUYEHHOr0 Kpyra JIMIl K KOTOpPBIM IIPEIOCTABIIEH C COIJlacusi CyObekTa
MEePCOHANBHBIX JAHHBIX WU Ha KOTOPHIE B COOTBETCTBUHU C (eepalbHBIMU 3aKOHAMU
HE pacrpocTpansieTcs TpeOoBaHUE COOII0ICHUST KOHPUICHIIHATLHOCTH.

Omneparop (MepCOHAJBHBIX JAaHHBIX) — TOCYIAApCTBEHHBIM  Opras,
MYHUIIUTIAIBHBIA OpraH, IOpUIUYECKOe WM (U3NYECKOE JIUI0, OPraHU3yIoIee MU
(unn) ocymiecTBIisIonIee 00padOTKY MEePCOHANBHBIX JAHHBIX, & TAKXKE OMPEACISIONINe
LIETTU U coJiep kaHue 00pabOTKH MepCOHATBHBIX JaHHBIX.

Texuuyeckue cpeacrsa HHGPOPMAIMOHHON CHCTEeMbl MEPCOHATbHBIX
AAHHBIX — CPEJCTBA BBIUMCIUTEIBLHON TEXHUKU, WH(OOPMALIMOHHO-BHIYUCIUTENbHbIC
KOMIUIEKCBI U CETH, CPEACTBAa M CHCTEMBI Iepeaayd, npuema u obpadotku I1/Ix
(cpencTBa M CHCTEMBl 3BYKO3AIUCH, 3BYKOYCWJIEHHUS, 3BYKOBOCIPOM3BEIEHUS,
MIEPETOBOPHBIE W TEJIEBU3UMOHHBIE  YCTPOWCTBA, CpPEACTBA  M3TOTOBJICHHUS,
TUPAXXUPOBAHUS IOKYMEHTOB U JPyrue TeXHUYECKHE CpeACcTBa OOpabOTKU pPEUYEeBOH,
rpaduyeckoil, Buaeo- 1 OyKBEHHO-IIM(PPOBOIl HHPOPMAIMH), IPOrPaMMHBIE CPEJICTBA
(omepaloOHHBIE CUCTEMBI, CUCTEMBI yIpaBieHUs 0a3amMu MaHHBIX U T.I.), CPEACTBA
3anIUThl HH(GOPMAINH, IPUMEHSIEMbIe B MHPOPMAIIMOHHBIX CHCTEMAaX.

IlepexBat (MHopManmu) — HENpPaBOMEPHOE MOJyYeHHE HHPOpPMALUHU C
HCIIOJIb30BAaHUEM TEXHUYECKOTO CPEICTBA, OCYLIECTBIIAIONIET0 OOHApYXEHUE, TPUEM
1 00paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble JgaHHble — Jr00as uHGoOpMalus, OTHOCAIIAsCS K
OINpeNIeJICHHOMY HWJIM  ONpejeIsieMOMY Ha OCHOBAaHMM TakoH HH(pOpMaluu
¢dbuzndeckomy nuny (CyOBeKTYy MEepCOHANBHBIX JaHHBIX), B TOM YHUCIE €ro (amuims,
UMs1, OTYECTBO, I'OJI, MECALL, AaTa U MECTO POXKACHUS, aAPEC, CEMENHOE, COLUAIBHOE,
MMYILECTBEHHOE  TOJIOKEHUE, oOpazoBaHue, mnpodeccus, AOXOIbl, JApyras
uHpopManus.

IloGouHble  3IJEKTPOMATHUTHBIE  H3JY4YeHHMH M  HABOAKH  —
ANIEKTPOMArHUTHBIE U3IYYEHUS TEXHUYECKUX CpPEJACTB OO0pabOTKH 3aliuiiaeMoin
nH(pOpMaIY, BOZHUKAIONINE KaK TOOOYHOE SIBIICHHE U BBI3BAHHBIE JICKTPUUECKUMHU
CHUTHAJIaMH, JEHCTBYIOIIMMHU B HMX ODJEKTPUYECKHX M MArHUTHBIX IEMAX, a TaKKe
JNEKTPOMArHUTHBIE HABOJIKM OSTUX CHTHAJIOB Ha TOKOMPOBOJAILIUE JIMHHU,
KOHCTPYKIIMU ¥ [IETTH ITATAHHS.

IMomTHKA «YUCTOr0 €TOJ1a» — KOMIUIEKC OPraHU3alMOHHBIX MEPONpPUATHH,
KOHTPOJHMPYIOIUX OTCYTCTBUE 3alHCHIBAHUS Ha OyMa)KHbIE HOCHUTENH KIIIOYeH |
aTpuOyTOB 0CTyMa (Maposieit) U XpaHeHUs uX BOIN3U 00BEKTOB JIOCTYIA.

IHonb3oBaTenb HH(POPMANMOHHON CHCTEMbI MEPCOHAJBHBIX JAHHBIX —
U0, YydYacTBywImee B  (YHKIMOHUPOBAHWM  HMH(POPMAIMOHHOW  CHCTEMBI
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MEPCOHANBHBIX JaHHBIX WM UCIOIb3YIOIIEe Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHUS.
IIpaBuiaa  pasrpaHuyeHMsi  JA0CTyHma —  COBOKYIIHOCTb  IIPaBMII,
periIaMeHTHPYIONUX MpaBa JI0CTyNa CyOBbEKTOB OCTyIa K 00bEKTaM JIOCTYIIA.

IIporpamMHas 3akJjiajika — KOJl IPOTPaMMbl, MTPeTHAMEPECHHO BHECEHHBIN B
porpaMMy C LENbI0 OCYIIECTBHTH YTEUKY, M3MEHHUTH, OJOKHPOBATh, YHUUTOXXUTh
MHGOPMALMIO WM YHUYTOXUTh U MOJU(PHUIMPOBATH MPOTpaMMHOE OOecreueHue
MH(POPMAIIMOHHON CUCTEMBI TEPCOHANBHBIX JAHHBIX M (WIM) OJOKHpPOBATH

anmnapaTHble CpPeJICTBA.

IIporpammuoe (mporpaMMHoO-MaTeMaTH4YeCKOe) BO3/elCTBHE -
HECAaHKIIMOHUPOBAHHOE  BO3JICMCTBME  HA  PECypChl  aBTOMATU3HPOBAHHOMU
MH(OPMALIMOHHONW CHCTEMBI, OCYIIECTBIIIEMOE C HCIOJIB30BAHUEM BPEIOHOCHBIX
porpamm.

PackpbiTHe MNEPCOHAJIBHBIX [JAHHBIX — YMBIIUIEHHOE WM ClydyaiiHOe
HapylmcHue KOH(1)I/II[CHIII/I3.JII)HOCTI/I NEPCOHANIBHBIX NaHHBIX.

PacnpocTpaHenne nmepcoHaIbHBIX JAHHBIX — JICHCTBUS, HallpaBJICHHbIC HA
nepefadyy MEPCOHANBHBIX JIAHHBIX  ONpEIeTICeHHOMY Kpyry Jui (mepemaya
MEePCOHANBHBIX JIAHHBIX) WM Ha O3HAKOMIIEHHE C IMEePCOHAIbHBIMU JaHHBIMU
HCOTpaHNUYCHHOI'O Kpyra Jiui, B TOM 4YHCJIC O6HapOI[OBaHI/Ie MNEpCOHAIbHBIX JAHHBIX B
cpeacTBax  MaccoBoil  uMH(popmanuu, — pasmemieHue B UHGOPMAIMOHHO-
TCIICKOMMYHHUKAIIMOHHBIX CCTAX MKW IIPCAOCTABJICHUC IOOCTYyIIa K IICPCOHAJIBbHBIM
JTaHHBIM KaKHUM-TTHOO0 MHBIM CIIOCOOOM.

Pecypc undopmanuonHoii cucTeMbl — IMEHOBAaHHBINM AJIEMEHT CUCTEMHOTO,

MPUKJIIaTHOTO W anmnapaTHOTo obecrieueHus (bYHKIIMOHHPOBAHHUS
WH(POPMAIIMOHHON CUCTEMBI.
CneunuajbHble KaTeropuM MepPCOHAJIBHBIX [JAHHBIX — IIE€PCOHAJIbHBIE

JIAHHbIC, KaCaroUIMecs pPACOBOM, HAUMOHAIBHOW NPUHAIJIEHKHOCTH, MOTUTUYECKUX
B3IVISIJIOB, PEIUTHUO3HBIX WM (UIOCO(CKUX YOeXKIEHUH, COCTOSHUS 370POBbS U
WHTUMHOU U3HHU CYObEKTa EPCOHAIIBHBIX JIAHHBIX.

CpencrBa BBIYHCIMTEIbHOH TEXHHUKH — COBOKYIHOCTb HPOIPaMMHBIX H
TEXHUYECKUX JIEMEHTOB CUCTEM OOpaOOTKU JIaHHBIX, CIIOCOOHBIX (YHKIIMOHUPOBATH
CaMOCTOSITENILHO UJIU B COCTaBE APYTUX CUCTEM.

Cy0bekT nocryna (cy0beKT) — JMIO WM TPOLECC, AEUCTBUS KOTOPOTO
peraaMeHTHPYIOTCS MpaBUIaMH pa3rpaHUUYEHUs T0CTYyIa.

TexHuyeckuii KaHajJl yTe4KHM HH(OPMAIUM — COBOKYIMHOCTb HOCHUTEIS
nHopmanuu  (cpeacTBa 00pabOTKH), (PU3MUECKOW Cpeabl  pachpoCTpaHEHUs
MH()OPMATUBHOTO CHUTHAJla M CPEACTB, KOTOPBIMU JIOOBIBAETCS 3allMIlacMast
nHpopmanus.

Tpancrpannynasi nmnepegadya TMepPCOHAJBHBIX JaHHBIX — T[epenaya
MEpPCOHANBHBIX JTAaHHBIX orepaTopoM uepe3 ['ocynapcTBeHHylo rpanuily Poccuiickoi
@denepanii  OpraHy BIACTH HHOCTPAHHOTO TOCYIapcTBa, (U3HUECKOMY HWIIU
IOPUANYECKOMY JIUIy HHOCTPAHHOI'O TOCY1apCTBa.

Yrpo3bl 0€30MaCHOCTH NMEPCOHANBHBIX JAHHBIX — COBOKYITHOCTh YCIOBUN H
(bakTOpOB, CO3MAONIIMX OMACHOCTh HECAHKIMOHMPOBAHHOTO, B TOM YHCIE
CIIy4aifHOTO, JIOCTyHa K IMEepPCOHAJIBHBIM JaHHBIM, PE3YyJIbTaTOM KOTOPOIO MOXKET
CTaTh YHUYTOXXEHUE, W3MEHEHHE, OJIOKMpPOBAaHUE, KOIMPOBAHHE, PACHpPOCTPaHEHUE
MEPCOHANBHBIX JAHHBIX, a TAK)KC WHBIX HECAHKIIMOHHPOBAHHBIX JCHCTBHHA TIPU HX
00paboTke B MHPOPMAIITMOHHON CHCTEME NMEePCOHABHBIX TAHHBIX.

YHHUTOXKEeHNEe NePCOHATbHBIX JaHHBIX — JIEHCTBUS, B pE3ylIbTaTe KOTOPBIX
HEBO3MO>KHO BOCCTAaHOBUTH COJIEpKaHNE IEPCOHANBHBIX JaHHBIX B HHGOPMAITMOHHOMN
CHUCTEME IE€PCOHAJbHBIX MJAHHBIX WM B PE3yJabTaTe KOTOPBIX YHUUTOXKAKOTCS
MaTepuaIbHble HOCUTEIH MEPCOHATBHBIX TaHHBIX.

Yreuka (3amuumaemMo) MHPOPMALMHM IO TEXHUYECKMM KaHAJIaM —
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HEKOHTPOJHMPYEMOE PAaclpoCTpaHeHHe HHMOPMALUK OT HOCHUTENS 3allhIaeMon
uHbopManuyu  4epe3  (PHUIUUECKYI0  cpelny [0  TEXHHYECKOTO  CpeACTBa,
OCYIIECTBIISIOIIETO NepPeXBaT HH(HOPMALIUH.

Ysa3BuMocTh — cnaboCTh B CPEACTBAX 3alWTHl, KOTOPYIO MOKHO
MCIIOJIb30BAaTh JJI HApYIICHUS CUCTEMBI WM COJIeprKalleiicss B Heil nHopmanuu.
LenocTtHocTh MH(OPMANUM — CIIOCOOHOCTH CPEJICTBA BBIYHCIUTEILHON

TEXHUKH WIM aBTOMATU3MPOBAHHOM cHCTEMbl 00ecneuuBaTb HEM3MEHHOCTb
uHbOpMAlMM B YCJIOBUSAX CIy4alHOTO W/WIM MPEIHAMEPEHHOTO HWCKaKEHUS

(pa3pyreHus).

OBO3HAYEHUA U COKPALIIEHU A

ABC — anTHBUpYCHBIE CPEJICTBA

APM — aBTomMaTH3upOBaHHOE paboyee MECTO

BTCC — BcioMorarenbHble TEXHUYECKHE CPEICTBA U CUCTEMBI
NCTI/Ia — nadopManroHHasi cucTeMa IePCOHABHBIX JaHHBIX
K3 — koHTpOupyemas 30Ha

JIBC — nokanbpHast BBIYMCIUTENIbHAS CETh

MD — mexceTeBoi 3KpaH

HCJI — HecaHKIIMOHUPOBAHHBIN 1OCTYII

OC — onepanrioHHas cucTemMa

II/TH — nepcoHaJIbHBIE JaHHBIE

IIMB — nmporpaMMHO-MaTEMaTUYECKOE BO3AEHCTBHE

ITO — nporpammHoOe obecrieueHne

[ITOMUH — no6o4HbIe 371€KTPOMAarHUTHBIE U3TYYEHHSI U HABOJKHU
CA3 — cucrema aHanu3a 3alIUIIEHHOCTH

C3MU — cpencrsa 3ammThl HHGOpMAITUN

C3I1/Ix — cucrema (oacucTemMa) 3alUThl IEPCOHATBHBIX JaHHBIX
COB — cuctema oOHapy>kKeHHs BTOpKEHUN

TKVYU — TexHuyeckue KaHaibl yTeUKd HHPOpPMALUU

VYBITJlH — yrpo3sl 0€30MacHOCTH MTEPCOHAIBHBIX TAHHBIX

VPN — BupTyanbHas 4acTHas CeTh



BBE/JIEHUE

Hacrosmas Konnenmmst napopmanronnoit 6e3onacHoct MCII/IH (nanee - Konmenius)
paspaborana I'Y3 «HoBocnacckas Pb» u sBnsercs opuIMaIbHBIM JTOKYyMEHTOM, B KOTOPOM
ompejiefieHa CHCTeMa B3IJIOB Ha obecriedeHre uHopMmanMoHHONW Oe3zomacHoctd ['Y3
«HoBocmacckas Pby.

HeoOxonumocts pazpaborku Konuenuuu oOycloBiI€HAa CTPEMUTENbHBIM PaCHIMPEHUEM
chepbl TPUMEHEHUS HOBEMIIMX WH(GOPMAIMOHHBIX TEXHOJOTMH W mpomeccoB B VY3
«HoBocnacckass Pb», npu o6paGorke uHbopmanuu BooOIIe, U TMEPCOHATbHBIX [AaHHBIX B
Y4aCTHOCTH.

Hacrosmas Konuenius onpeaenseT OCHOBHBIE IIETTU U 33J1a4M, a TAK)Ke OOIIYI0 CTPATErHIo
MOCTPOEHHUS CcUCTeMbI 3amuThl nepcoHanbHbix AaHHbIX (C3I1AH) I'Y3 «HoBocnacckas Pby.
Konnenmus onpenenser OCHOBHbIe TpeOOBaHHA M 0a30Bbl€ MOAXOJbl K HMX pealu3aliu, s
JOCTHIKEHUS TPeOYeMOTro YPOBHS 0€30IaCHOCTH HH(POPMAITUH.

Konnenmus paspabotaHa B COOTBETCTBUU C CHUCTEMHBIM MOIXOJOM K 00€CIeYeHUIO
nH(popMalnoHHON Oe3onacHocTU. CHUCTEMHBIM MOAXOA IMpearoJiaraeT MPOBEJCHUE KOMILIEKCa
MEPONPUITHIA, BKIIOYAIOIIUX HCCIEA0BaHNE YTpo3 HHPOPMAIIMOHHON OE€30MacCHOCTH U pa3paboTKy
cucteMsbl 3amuThl [1/[H, ¢ MO3UIMK KOMIUIEKCHOTO IPUMEHEHUSI TEXHUYECKUX U OPTaHU3aIIMOHHBIX
MEp U CPEICTB 3aIIUTHI.

[Ton uapopmanmonHoi 6e3onacHocThi0 [1/[H MOHMMaeTCs 3alMIEHHOCTh ITEPCOHATBHBIX
JTaHHBIX W 0OpabarbIBarolIeil X MHPPACTPYKTYpE OT TIOOBIX CIYYalHBIX WM 3J0HAMEPEHHBIX
BO3/ICUCTBUI, PE3yIbTaTOM KOTOPBIX MOJXKET SBUTHCS HAHECEHHE yliepOa camoil MHPOpManuu, ee
Braaenbiam (cyobektam [1/lH) unu umHbpacTpykType. 3agaun MHQOpPMAIMOHHON Oe30MacHOCTH
CBOJIAITCSI K MUHIMHM3ALKH yiiepOa OT BO3MOXKHOHN peanu3anuu yrpo3 6e3omacHoctH [1/[H, a Takxke
K [IPOTHO3MPOBAHUIO U MPEJOTBPAIICHUIO TAKUX BO3ICHCTBHIA.

KoHuemnmust CIy)kXHT OCHOBOM it pa3pabOTKM KOMIUJIEKCA OpTaHU3AIMOHHBIX U
TEXHUUYECKUX Mep MO oOecrneueHu0 HHQPOPMAIMOHHON O0€30MacHOCTH YUpexACHUS, a TaKkKe
HOPMATUBHBIX W METOAMYECKHX JOKYMEHTOB, OO0CCIEYMBAIONIMX €€ peajn3aluio, u He
npezrnonaraeT moaMeHsl (QyHKIMHA rocylapcTBEHHBIX opraHoB BiacTu Poccuiickoit deneparyu,
OTBEUAIOIMX 3a ofecrneyeHne Oe30MacHOCTH HWH(MOPMALMOHHBIX TEXHOJOTMM U  3aluTy
UHpOpMaLUH.

KoHuemnus sByisieTcst METOJ0JI0TMUECKOW OCHOBOM /IS

— (opMUPOBaHUS U TIPOBEACHUS €AMHON MOJUTUKH B 00J1acTH 0OecreueHust 6€30macHOCTH
ITIa B UCITAu I'Y3 «HoBocnacckas Pby;,

— TPHUHATHUSA YIPABICHUECKUX PEIICHUN U pa3pabOTKH MPAKTUYECKUX Mep MO BOIJIOLICHUIO
nonuTuku OezomacHoctd [IJIH M BBIpaOOTKM KOMILJIEKCA COIJIACOBAHHBIX MEp HOPMAaTHBHO-
IIPaBOBOT'0, TEXHOJIOTMYECKOI0 U OPraHU3alMOHHO-TEXHUYECKOIO XapakTepa, HallpaBICHHBIX Ha
BBISIBJICHHE, OTPAYKEHUE U JIMKBUIALMIO TIOCIEACTBUN PeaIn3alui Pa3IudHbIX BUAOB yrpo3 I1/1H;

— KOOpJAMHALMK JEATENBHOCTH CTPYKTYpHBIX noapasaeneHuil I'Y3  «Hosocnacckas Pb»
npu TnpoBefeHun pabor mo pasButHio M dkcruryaranuu MCIIH ¢ cobmonennem TpeGoBaHMiA
obecnieuenus 6e3omacuoctu I1/1H;

— pa3paboOTKU TPEAJIOKEHHH MO COBEPIIEHCTBOBAHMIO IPABOBOTO, HOPMATHUBHOTO,
METOMYECKOT0, TEXHUYECKOTO M OpraHu3alnoHHoro obecnedeHust 6e3onacHoctu [1/In B UCTIdn
I'V3 «HoBocnacckast Pby.

[IpaBoBoit 0Ga3zoii musa pa3pabotkm Hacrosmied Konmenmuum cioyxar TpeOoBaHUS
neiictByromux B Poccum 3akoHONATENbHBIX M HOPMATUBHBIX JOKYMEHTOB MO 00€CHedeHUIo
Oe3omacHOCTH nepcoHanbHbIX JaHHBIX (I1/1H).



1 O61mue nonoxkeHust

Hacrosimas Konnenuus onpenensier OCHOBHBIE IIETTH U 33/1a4H, & TAaKXKe OOIIYI0 CTPATETUIO
MOCTPOEHHUS CUCTEMBI 3amuThl nepcoHanbHbix gaHHbIX (C3IIAH) I'Y3 «HoBocnacckas Pby, B
cootBercTBUU C [lepeunem MCIIJIH. Konmenmus ornpezaenser oCHOBHbIE TpeOOBaHUS U 0a30BBIC
MOJIXO/IbI K X peasTu3aliiu, AJIsl JOCTHKEHUS TpeOyeMOro ypoBHs 6€30MacHOCTH HH(POPMALIKH.

C3II/In  mpencraBiser Cco0OM  COBOKYIMHOCTh OPTraHM3AIlMOHHBIX M TEXHHYECKHX
MeponpuaTui Ui 3amuTel [I/IlH OT HenpaBOMEpPHOrO WM CIy4alHOIO JOCTYyNa K HHM,
YHUUTOXKEHUS, U3MEHEHUs, OJIOKMpOBaHUs, KOMUpOBaHus, pacipoctpanenus [1/1H, a Takxke HMHBIX
HEIIPaBOMEPHBIX JCHUCTBUN C HUMH.

be3omnacHocTh MePCOHAIBHBIX TAHHBIX JIOCTUTAETCS nyTeM UCKITIOYCHUS
HECaHKIMOHMPOBAHHOI'O, B TOM YHCJE CIy4allHOTO, JOCTyla K II€PCOHAIbHBIM JaHHBIM,
pe3yJIbTaTOM KOTOPOTO MOKET CTaTh YHUYTOXKEHHE, U3MEHEHUue, OJIOKMpOBaHHE, KOMHpPOBAHUE,
pacpocTpaHeHUEe EPCOHANIBHBIX JIAHHBIX, a TAK)KE UHBIX HECAHKIIMOHUPOBAHHBIX JCHCTBUH.

Crtpykrypa, coctraB u ocHoBHble (ynHkuuu C3II[H ompenensroTcss Mcxons U3 Kiacca
UCTIJn. C3I1[IH BxiroyaeT OpraHu3allMOHHbIE MEpbl M TEXHMUYECKHE CpEeACTBA 3allUThl
uHpopmanun (B TOM uYuciae  ImMdpoBabHBIC (KpUOTOrpaduyecKrue) CpeacTBa, CpelICcTBa
MPEIOTBPAIICHUS] HECAHKIIMOHUPOBAHHOTO JIOCTYIA, YTEYKH HHOOPMAIMKU TIO0 TEXHUYECKUM
KaHajaMm, IpOrpaMMHO-TEXHHUECKUX BO3JICHCTBUI Ha TeXHUYeckue cpernctBa obpabotku [1/1H), a
TaK)Ke UCTIOJIb3yeMble B MHPOPMAIMOHHOHN crcTeMe WH(POPMAIMOHHBIE TEXHOJIOTHH.

DTH MepbI MPU3BAHBI 00ECIICYUTH:

— KOH(i)I/I,I[CHHI/IaHBHOCTb I/IH(l)OpMaI_[I/II/I (SaH_II/ITa oT HCCAaHKIHOHHUPOBAHHOI'O
03HaKOMHeHI/I${);

— IEeJIOCTHOCTh HMH(pOpManuu (aKTyalbHOCTh M HENPOTUBOPEUMBOCTH HHPOpMAIUH, €€
3alIMIIEHHOCTb OT PAa3pyLICHUs U HECAHKLIIMOHUPOBAHHOI'O U3MEHEHUS);

— JIOCTYNHOCTh MH(OpMAIMH (BO3MOXKHOCTB 3a PUEMIIEMOE BpeMs MOJIyYUTh TPeOyeMyto
UH(POPMALIMOHHYIO YCIYTY).

Crannu cozganus C3I1/IH BKIIFOYAOT:

— TpeNnpoeKTHas CTajus, BKIouaromas mnpennpoektHoe obcnenoBanue HWCIIH,
pa3paboOTKy TEXHUYECKOTO (4aCTHOTO TEXHUYECKOI0) 3a/1aHUsl Ha €€ CO3/IaHuE;

— cTaaus mpoeKTupoBaHus (pa3padboTku mpoekToB) u peanusauuu UCIIH, BKItoyatomas
paszpabotky C3I11u B coctaBe UCII/IH;

— cragus BBoga B neicteue C3II/IH, BKiIrOUaromas ONBITHYIO KCILTyaTallll0 U MPHUEMO-
CIATOYHbIE HCMBITAHUS CPEACTB 3aIMTHI MHPOpMAIUH, a Takxke oueHky coorBercTtBus WCIIIH
TpeGoBaHUAM 0€30MacCHOCTH HH(POPMAITUH.

OpranuzalvoHHbIE Mephl MpelycMaTpUBalOT CO3JAAHME U TOAJEp)KaHHWE MPaBOBOMl 0Oazbl
6esomacHoctu IIJ[H u pa3paboTky (BBeneHHUE B JEHCTBUE) NpeaycMOTpeHHbIX [lomutuxoit
uHpopmannonHoit 6e3onacHoctn MCII/IH crneayommx OpraHU3alMOHHO-PACTIOPSIUTENbHBIX
JIOKYMEHTOB:

— Ilnan meponpustuii no odecneuenuto 3auutsl [1/10 npu ux odpadorke B UCII/H;

— Ilnan meponpusiTUii IO KOHTPOIIIO obecrieuenus 3ammuThl [1][H;

— Tlopsinok pesepBupoBaHUsI U BoccTaHOBiIEHUs padorocrnocodbHoctn TC um IO, 6a3
nmanHbeIX 1 C3U;

— JlomxHocTHas wWHCTpyKmus aamuHucTparopa WMCIIJlH B yactu obOecrnedeHus
6e3onacuoctu [11n npu ux o6padotke B UCIIH;

— JlomxHocTHas HHCTpYKIUs aaMuHucTpartopa 6ezonacHocty UCIIH;

— JlomxHoctHas uHCTpyKIus nosbs3oBatens MCIIJIH B yactu obecniedenus 6€30MacHOCTH
[T11 nmpu ux o6padotke B UCTI/H;

— HHCcTpyK1ua Ha ciiyyail BOSHUKHOBEHHSI BHEIITATHOM CUTYaIlUH;
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— PexomeHmanum mo HMCHOJIB30BAaHUIO IPOIPAMMHBIX M aINApAaTHBIX CPEICTB 3aIlUTHI
uHpOpMaLnH.

— Texnuyeckue Mepbl 3alIUThl PEAIM3YIOTCA IPU  IOMOIIM  COOTBETCTBYIOLIMX
IIPOrPaMMHO-TEXHUYECKHUX CPEACTB U METOJIOB 3aILMTHI.

[lepeueHp HEOOXOAMMBIX MeEp 3aIIUTHl MHPOPMALMU OMpPENeNseTcs IO pe3yiabTaraM
BHYyTpeHHel nposepku Oezomacnoctu UCITIn I'Y3 «HoBocnacckas Pby»

23apaun C3I/In

OcHoBHo#t nenbto C3I1JIH sBIsleTcss MUHUMM3AIUS yiiepda OoT BO3MOXKHOHM peanu3aluu
yrpo3 6ezonacHoctu [1/1H.

Jns  pgoctmkeHuss ocHOBHOM menmu cucteMa OesomacHoctu II/lm UCII[Im momkHa
obecrieunBath 3PHEKTHBHOE PEIICHUE CICIYIONTUX 3a1a4:

— 3alUTy OT BMeularenbcTBa B npouece pynknuonupoBanust MCIIJIH noCTOpOHHUX ML
(Bo3MoOkHOCTh  Mcnosib3oBaHust AC M JOCTYym K €€ pecypcaM JIOJDKHBI HMMETh  TOJIBKO
3aperuCTPUPOBAHHbIE YCTAHOBJICHHBIM IOPSAIKOM MOJIb30BATEIH);

— pasrpaHMyeHue JOCTyNa 3aperUCTPUPOBAHHBIX IIOJb30BATENEH K  allapaTHbIM,
nporpaMMHbIM U HH(popMarmoHHeiM pecypcam WCII[H  (BO3MOXXHOCTH AOCTYIa TOJIBKO TEM
pecypcaM U BBIIOJIHEHHUS TOJBKO TEX ONEpalUil ¢ HUMH, KOTOpble HEOOXOIUMBI KOHKPETHBIM
nosib3oBarensiM MCIIJIH /Ui BBIIOJHEHUS! CBOUX CIY>KEOHBIX 00s13aHHOCTEMN), TO €CTh 3alIUTY OT
HECaHKLMOHUPOBAHHOTO IOCTYIIA!

a) kK uapopmanmu, nupkyaupyomeii B UCI1/H;

0) cpenctBaM BerunciautenbHoi Texuuku UCITH;

B) anmapaTHbIM, INPOrPaMMHBIM U  KPUNTOrpaUUecKUM  CpeJICTBaM  3allUTHI,
ucnoaszyemsiM B UCIT/TH;

— PETHUCTpalUIO JEHCTBHM IOJIB30BATENIEN INPU MCIOJIb30BAaHUHU 3AIIMINAEMBIX PECYpPCOB
NCII/IH B CHCTEMHBIX JKypHajlaX M TEPUOJANYECKUH KOHTPOJIb KOPPEKTHOCTH JEWCTBUMN
M10JIb30BATENEH CUCTEMBI ITyTEM aHAJIN3a COAECPKUMOTO ITUX KYPHAIIOB;

— KOHTPOJIb LEJIOCTHOCTH (0OecrieueHre HEeM3MEHHOCTH) Cpeibl UCIIOJHEHHS MPOrpamMM U
€€ BOCCTAHOBJICHHUE B Cllydyae HapyLICHUS;

— 3alIMTY OT HECAaHKUHMOHUPOBAHHOW MOAU(GUKALMK M  KOHTPOJIb  II€IOCTHOCTH
ucnonszyembix B MCII[IH mporpaMMHBIX CpeICTB, a TaKK€ 3alllUTy CUCTEMBbl OT BHEAPEHUs
HECaHKI[MOHUPOBAHHBIX IIPOrPAMM;

— 3amuTy [IJlH OT yTeuku MO TEXHWYECKMM KaHajlaM Hpu ee o0paboTke, XpaHEHUU U
nepeaaye 1o KaHajaaM CBS3H;

— 3ammury [1JIH, xpanumoii, oOpabaTeiBaeMOil U TepedaBacMOl MO KaHallaM CBSI3H, OT
HECAHKIIMOHMPOBAHHOTO PA3TJIAIICHUS NI UCKAKEHHUS;

— of0ecrieueHue >KMBYYECTH KPHUOTOrpadUUYECKUX CPEICTB 3allUThl HHQOpMAIMH TpH
KOMIIPOMETALUH YaCTH KIOUEBOU CUCTEMBI;

— CBOEBPEMEHHOE BBISIBIIEHHE UCTOYHHUKOB yrpo3 6e3omacHocTtu [1/1H, mpuymnH U ycioBui,
CIOCOOCTBYIONMX HaHECeHUIO yiiepOa cyowektam [IJ[H, co3maHme MexaHW3Ma OMEPATUBHOTO
pearupoBaHusl Ha yrpo3bl 0e3onacHocTH [1J[H 1 HeraTUBHBIE TCHICHIINH;

— CO3/laHWe€ YCIIOBMH JUIsi MUHUMHU3AIMKW M JIOKAJU3alMd HAaHOCHUMOTo yiiepOa
HEMPABOMEPHBIMU JACUCTBUSIMH (PU3UYECKHX W IOPUAWYECKUX IUI], OCJIA0JICHHE HEraTUBHOTO
BIIMSIHUSI M TUKBUAIUS TIOCIICICTBUN HapymieHus 0e3omacHoctu [1/]H.

3 O0BbeKThI 3aIUTHI

HCpC‘-ICHL I/IH(I)OpMaI_II/IOHHLIX CHUCTEM



B T'Y3 «HoBocnacckas Pby mpousBoautcst 06paboTka mepcoHambHBIX JAHHBIX B
UH(POPMALMOHHBIX cucTeMa 00padoTku nepconanbHbIX AaHHBIX (MCITIH).

ITlepeuens UCII[AH omnpenensercs Ha ocHoBaHMM OTyeTra IO pe3ysibTaTaM BHYTPEHHEU
IPOBEPKH.

OObexTamMu 3amIUTHl  SIBISIIOTCS — UWHGopmanus, oOpabateiBaecmas B HWCIAH, u
TEXHUYECKHUE CpelICTBa ee 00paboTKH M 3amuThl. [lepeueHs nmepcoHaIbHBIX JaHHBIX, MOAIEKAIINE
3almTe, onpeaesieH B [lepeune nepcoHanbHbIX JaHHBIX, Homiexamux 3ammure B MUCIT.

OOBEKTHI 3aLIUThI BKJIIOYAIOT:

1) O6pabareiBaemast undopmarms.

2) Texnosoruyeckas HHMOPMALIHS.

3) IIporpaMMHO-TEXHHYECKUE CPECTBA OOPABOTKH.

4) Cpencrna 3amursi [1/]1.

5) Kanass! nHQOPMAIHOHHOrO 0OMEHA U TeJIeKOMMYHHKAIUH.

6) OOBexTH! U IOMeEIEHHs, B KOTOPBIX pa3MelieHbl komrnonenTsl MCIT/x.

4 Knaccupukanus noab3oateneil UCI/In

[Tonb3oBarenem WCII[IH sBigercs nuuo, ydacTByHOIee B G YyHKIIMOHUPOBAHUH
MH(OPMALIMOHHOM CHCTEMbl MEPCOHAJBHBIX JaHHBIX WM MCIOJIb3YIOIIEEe pE3yabTaThl €€
dbyuknonuposanus. [Tons3oBarenem UCII/H sBnsiercs moboit cotpyanuk ['Y3 «HoBocnacckas
Pb», umeromuit nocryn k UCII/IH u ee pecypcam B COOTBETCTBUH C YCTAHOBJIECHHBIM IOPSIIKOM, B
COOTBETCTBUM C €r0 (PYHKLMOHAIBHBIMU 00S13aHHOCTSIMH.

[Tonb3oBarenu UCII/IH nensTcs Ha TpU OCHOBHBIE KATETOPUU:

1)  Anvuauctpatop UCIJu. Corpymauku I'Y3  «Hosocmacckas PB», koTopsle
3aHMMAIOTCSI HACTPOWMKOMN, BHEAPEHUEM M COIpPOBOXKAeHUEM cuctembl. Anmunucrpatop WCII/In
o0ajaer CleAyoUMM YPOBHEM JOCTYIIA!

— oOnajaer NOJMHOM uWHPOpMaLUell O CHCTEMHOM U NPUKIAJAHOM MPOTrPaMMHOM
ob6ecnieuenuu UCI1/IH;

— o0naziaeT noysHoM nHpopmanueit o TeXHUUecKux cpeactBax u konpurypauuu UCIIH;

— HMeEeT JIOCTYNl KO BCeM TEXHHYECKHM CpeJIcTBaM 00paboTKM MH(OpMAMM U JAaHHBIM
NCTIH;

— obnajgaeT npaBaMu KOH(UTYPUPOBAaHUS U aJMUHUCTPATUBHOM HACTPONKU TEXHUYECKUX
cpenctB UCITH.

2) TIporpammuct-paspabotunk MCIIJIn. Corpymuuxu I'V3  «HoBocmacckas PByumm
CTOPOHHMX OpraHM3alfii, KOTOpbIE 3aHMMAIOTCA pa3pabOTKON NpPOrpaMMHOro OOECHeUeHUs.
Pazpabotunk UCII/IH o6nanaer cienyromuM ypoBHEM A0CTYyIA:

— obmagaer mHpopmanuen 00 anropuT™Max M mnporpammax o0paboTku HWH(pOpMaLUU Ha
NCITH;

— o0yiagaeT BO3MOYKHOCTSMH BHECEHHUS OIIMOOK, HEJIEKJIapUPOBAHHBIX BO3MOXHOCTEH,
IPOTPaMMHBIX 3aKJIaZIOK, BPEAOHOCHBIX MporpaMMm B mporpammuoe oOecrneuenne MCIIJIH Ha
CTaJIuU ee pa3pabOoTKH, BHEAPEHUS U COIIPOBOXKICHHUS;

— MOXeT pacroyarate J0bIMH (parmeHTamu uHpopMmamu o Tonojorun MCIIIx
TEXHUYECKUX cpesicTBax o0paboTku u 3amuThl I1/]H, o6padaTeiBaembix B UCII/IH.

3) Onepatop WCIIAn. Corpynuuku noapazgenenuit ['Y3 «HoBocnacckas
Pby»yuactByronux B nporiecce skcruryatanuu UCIIIa. Onepatop UCII/IH obmanaer criemyronmm
YPOBHEM J0CTyIIa:

— obnanaer BCEMU HEO00XO0IMMBIMH aTpubyraMu (manpumep, napoJsiem),
o0ecreunBarOIMMHU JJOCTYTI K HEKOTOpoMy noaMHoxecTBY [1/1H;

— pacnoojiaract KOH(I)I/I,[[GHI_II/IEUIBHBIMI/I AaHHBbIMHU, K KOTOPBIM UMCET NOCTYII. KaTCFOpI/II/I
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MOJIB30BaTENCH TOKHBI OBITH onpeaenieHbl aist kakaoi WCITJIH.

JlomKHO OBITH YTOYHEHO pa3jiesicHHue COTPYIHUKOB BHYTPU KaTEropHii, B COOTBETCTBUH C THIIAMH
noJib30Barenei onpeaeneHubiMu B [lonmutrke nHGOpMAIMOHHON OE30MTaCHOCTH.

Bce BbIABIEHHBIE TpYIIBI [OJb30BaTeNel oTpaxkarorcss B OTdere MO pe3ysbTraram
BHyTpeHHell mpoBepku. Ha ocHoBanum OTdera OmpeAensioTCs IMpaBa JOCTyla K 3JIEMEHTam
UCII[Ju st Bcex Tpyln mosib3oBaTesedl u oTpaxkaroTcs B Matpuue gocryna B Ilonoxkenuu o
pa3rpaHUYCHHUH MTPaB IOCTYIA K 00padaThiBAeMbIM NIEPCOHABHBIM JTAHHBIM.

5 OcHOBHBIE NPUHIUIBI MOCTPOCHUS CUCTEMBI KOMILJIEKCHOH 3aI[UThI I/IH(l)OpMaIII/II/I

[Toctpoenue cucrembl obecrieuenus OezomacHoctu I1[In UCIIIn T'Y3 «HoBocmacckas
Pb»u ee QyHKIMOHUPOBAHWE IOJKHBI OCYHIECTBIATHCS B COOTBETCTBUU CO CICIYIOIIUMU
OCHOBHBIMH ITPUHITUTIAMU

— 3aKOHHOCTB;
— CHCTEMHOCTb;

— KOMIUICKCHOCTB;

— HENPEPbIBHOCTE;

— CBOEBPEMEHHOCTb;

— MIPEEMCTBCHHOCTDb U HECTIPCPBIBHOCTL COBCPIICHCTBOBAHMA
— INI€pCoOHATIbHAA OTBECTCTBCHHOCTD,

— MHHUMHM3ALMS TOJTHOMOYUIA;

— B3aMMOJICHCTBUE U COTPYIHUYECTBO;

— THOKOCTb CHCTEMEI 3allnThI,

— OTKPBITOCTH aJITOPUTMOB U MCXaHU3MOB 3allIMThI,

— IMIPOCTOTAa MIPUMCHCHHA CPCACTB 3alNUTHI;

— Hay4Hasi 000CHOBAaHHOCTb U TEXHHUYECKAsl pealin3yeMOCTbh;
— CIIeIMAaTN3aus U IPO(QeCCHOHATN3M;

— 0043aTeNbHOCTh KOHTPOJISL.

3aKOHHOCTDH

[Ipeamonaraer ocCylIeCTBICHHWE 3allUTHBIX Meponpusatuii u paspaborky C3II[In I'Y3
«HoBocnacckast Pb» B COOTBETCTBUHU C JAEHCTBYIOLIMM 3aKOHOAATENHCTBOM B OOJIACTH 3aIIUTHI
[T/In 1 apyrux HOPMAaTHBHBIX aKTOB IO 0€30MacHOCTH MH(GOpPMallMHU, YTBEPKICHHBIX OpraHaMu
rOCyJapCTBEHHOM BIACTH U YIIPABJICHUSA B IIPEACIIaX UX KOMIIETCHIUU.

[Tonp3oBarenu u obcmyxuBatomuii nepconan I[1[lax UCIHIa I'Y3 «HoBocnacckas Pby»
JIOJDKHBI  OBITH OCBEJOMJIEHBI O TOpsKe paboThl ¢ 3amuiiaeMoil uHdopmauuedn u 00
OTBETCTBEHHOCTH 3a 3amuThl [1/1H.

CHuCcTEeMHOCTD

Cuctemnsiii nogxon Kk nocrpoennto C3I1/In I'V3 «HoBocmacckas Pby» npenamnonaraer yuer
BCEX B3aMMOCBSI3aHHBIX, B3aUMO/ICUCTBYIONINX U U3MEHSIOIINXCS BO BPEMEHU JIEMEHTOB, YCIOBUN
U (PaKTOpOB, CYLIECTBEHHO 3HAYMMBIX JJIS TMOHMUMAHUS M pelIeHHs NpoOjeMbl obecreueHus
oesomacuoctu I1/Ix UCIT[In I'Y3 «HoBocmacckas Pby.

[Tpu co3aaHuyu CUCTEMBI 3alUTHI JOJDKHBI YUUTBHIBATHCS BCE ciadble U Hanbosee ysi3BUMbIE
MecTa cucteMbl o0padoTku [1/1H, a Taxke XxapakTep, BO3MOXKHbIE OOBEKTHI M HAIPaBJICHUS aTak Ha
CUCTEMY co CTOPOHBI HapylLuTenein (ocobeHHo BBICOKOKBAIU(DUITUPOBAHHBIX
3JI0YMBIIUIEHHUKOB), IMyTH IPOHUKHOBEHUS B pacnpezeneHHbie cuctembl 1 HCJ x undopmanmu.
Cucrema 3amMTHl JIOJDKHA CTPOMTBCSI C YYETOM HE TOJBKO BCEX M3BECTHBIX KaHAJIOB
nponukHoBenus: 1 HCJI k undopmannu, HO ¥ ¢ y4eTOM BO3MOKHOCTH MOSBIECHUS TPUHLIUITUATBHO
HOBBIX IyTEH peann3aiu yrpo3 6e30MacHOCTH.



KoMmiekcHoOCTh

KommiekcHoe UCIOIb30BaHUE METOAOB U CPEIACTB 3aIUTHI MIPEAIOIATaeT COrJIAaCOBAaHHOE
IPUMEHEHHE PpA3HOPOJHBIX CPEACTB IPU IOCTPOEHUU LEJIOCTHOM CHUCTEMBI  3allMTHI,
NEPEKPBIBAIONICH BCE CYLICCTBEHHBIC (3HAYMMBbIC) KaHAIbl pealli3allud yrpo3 U He coleprKallei
cJ1a0bIX MECT Ha CThIKaX OT/EJbHBIX €€ KOMIIOHEHTOB.

3ammTa T0KHA CTPOUTHCS IIEIIOHUPOBAHO. [ KaX10ro KaHajla yTedKd WH(POpMAIuU U
JUId KaXZOM yrpo3bl O€30MacHOCTH JOJDKHO CYHIECTBOBaTb HECKOJIBKO 3alIUTHBIX pPyOexew.
Coznlanue 3alMTHBIX PYOEKel OCYIIECTBISAETCS C YYETOM TOro, YTOOBI JUIsl UX IPEOJOJICHUS
HOTEHIMAJIBHOMY 3JI0YMBIIUIEHHUKY TpeOOBaIMCh NPO(PECCHOHANbHbIE HABBIKM B HECKOJIBKMX
HEB3aUMOCBS3aHHBIX 00JIaCTAX.

Bremnss 3aluTa JIOJDKHA o0ecrneunBaTbCs bu3nueckuMu CpeACTBaMH,
OpPraHu3allMOHHBIMU W TpPaBOBRIMH Mepamu. OmHMM H3 Haubojee YKPEIUICHHBIX pyOexein
IpU3BaHbl OBITH CPENCTBA KPUNTOrpaMuecKO 3aluThl, pealu30BaHHbIE C HCIOJIb30BAHUEM
texnonoru VPN. IlpuknagHoil ypoBeHb 3allUThl, YYUTHIBAIONIMNA OCOOCHHOCTH MpPEAMETHOU
001acTH, IPECTABISAET BHYTPEHHUN PyOexk 3alUThl.

HenpepbiBHocTh 3amumThl [1/{H

amura I1[[H — He pa3oBoe MepoOIpHUATHE M HE MPOCTas COBOKYIHOCTH IPOBEIEHHBIX
MEpPOIPUATHI U YCTAHOBJIEHHBIX CPEJCTB 3aILUTHI, @ HEMPEPHIBHBIN LI€JI€HANIPABICHHBIN MpOLIECC,
MIPEANOIAraroINi IPUHITHE COOTBETCTBYIOIIMX MEP Ha BceX ATanax sku3nenHoro nukia UCIx.

NCIT[H 10mKHBI HAXOAUTHCS B 3alIMIEHHOM COCTOSIHUM HA MPOTSKEHUU BCETO BPEMEHHU
X (YHKIIMOHUPOBAHUS. B COOTBETCTBHHM C ATHUM NPHUHIIUIIOM JOJDKHBI PHHUMATHCS MEPHI I10
HeponyuieHuto nepexonaa UCII/IH B HE3aUIIIEHHOE COCTOSIHUE.

BonbmmHCTBY (M3MUYECKMX W TEXHHUYECKMX CPEIACTB 3aIIUTHl  UIA  3(P(EKTUBHOTO
BBIMIOJTHEHHUST CBOUX (YHKIMI HEOOXOoAMMa TIOCTOSHHAs TEXHHYeCKas W OpraHu3al[MOHHAs
(amMHUHHUCTpAaTUBHAS) TIOJIEPKKA (CBOEBpEMEHHAss CMEHa M 0o0eclieueHre MPaBUILHOTO XpaHEHUS
U MPUMEHEHUs] MMEH, Mapoiied, Kioueil mudpoBaHus, NepeonpeesieHne MOJIHOMOYUN U T.II.).
[lepepriBbl B paboTe CpeACTB 3alIUTHl MOTYT OBITh HCIOJIb30BaHbl 3J0YMBIIUIEHHUKAMH JJIS
aHaJIn3a IPUMEHSEMbIX METOJIOB U CPEJCTB 3aLIUThI, JJI1 BHEAPEHUS CIIELHMAIBbHBIX MPOTPAMMHBIX
U anmapaTHbIX "3aKiafok" W JIPYIMX CpEeACTB IMPEOJOJEHUS CHUCTEMBbl 3aIlUTHl IOCIIE
BOCCTaHOBJIEHUS €€ (PYHKIIMOHUPOBAHMSL.

CBoeBpeMeHHOCTh

[Ipeamonaraer ynpexaaromuid xapakrtep Mep obecrneuenus 6e3omacHoctu I1/IH, TO ecTh
NOCTaHOBKY 3aaay mno KomrmuiekcHo 3ammre WCII[H wu peanmuzaumio Mep obecnedeHus
6e3onacHoctu [1/In Ha panHux cramusx paspaborku MCII/IH B 11eloM M €€ CHCTEMBI 3alUThI
UH(pOPMaINH, B YACTHOCTH.

Pa3paboTka cucteMbl 3allUThl JOJKHA BECTHUCH NMApajuIEIbHO ¢ pa3pabOTKON U pa3BUTHEM
caMOl 3aluInaeMoi CHCTEeMbl. OTO TMO3BOJIUT Y4ecTb TpeOoBaHUs O€30HacHOCTH TNpU
IIPOEKTUPOBAHUU aPXUTEKTYpPhl U, B KOHEYHOM CYeTe, co3AaTh Oosee 3PQeKkTuBHbe (KaK IO
3aTpaTaM pPECypcoB, TaKk U IO CTOWKOCTH) 3aIIUIIEHHBIE CUCTEMBI.

IIpeeMcTBEeHHOCTH U COBEpPIIEHCTBOBaAHUE

[IpeamnonararoT MOCTOSSHHOE COBEPIIIEHCTBOBAHKUE MEP M CPEJICTB 3aIIUTHl HHGOPMAIN Ha
OCHOBE MPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKHUX pEHIeHUHM, KaJpOBOTO COCTaBa,
ananm3a ¢ynkiuonupoBanus UCIIH 1 ee cucTeMbl 3aUTH ¢ YI€TOM M3MEHEHUH B METOJaX U
CpelIcTBax TmepexBaTa HH(OpMalMKU, HOPMATUBHBIX TpPEeOOBaHHWI MO 3allWTe, IOCTHTHYTOTO
OTEYECTBEHHOTO M 3apy0EeKHOTO OIBITA B ATOW 00IACTH.

Hepconanbnaﬂ OTBETCTBCHHOCTD

[Ipenmonaraer BO3JOXKEHHE OTBETCTBEHHOCTH 3a obOecrieueHue OesomacHoctu IIJJH u
CUCTEMBI UX 00pabOTKM Ha Ka)XJA0ro COTPYAHMKA B MpeJesiax ero nojiHoMounid. B cooTBeTcTBUM €
3TUM MPUHLUIIOM pacHpeesieHne MpaB U 00sA3aHHOCTEH COTPYIHUKOB CTPOUTCS TaKUM 00pa3oM,
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4yTOOBl B Cilydae JI00Oro HapylleHHs Kpyr BHHOBHHMKOB ObUI YETKO HW3BECTEH WJIM CBEACH K
MUHHUMYMY.

IpuHOMN MUHEAMM3AIUY IOJTHOMOYM A

O3HavaeT npeocTaBiICHUE M0Ib30BATENIIM MUHUMAJIBHBIX IIpaB AOCTYIIa B COOTBETCTBUHU C
NPOM3BOJICTBEHHON HEOOXOMMMOCTBhIO, HAa OCHOBE TPUHIMIIA «BCE, 4YTO HE pa3pemeHo,
3aIIpEILEeHO.

Hoctyn x IIJ[H nomkeH mpenocTaBisATbcs TOJIBKO B TOM ciydae U OObEME, €CIH 3TO
HE00XO0IMMO COTPYAHHUKY JUISI BHITIOJHEHUS €T0 JOKHOCTHBIX 00S3aHHOCTEH.

B3aumopaeiicTBue U COTPYIHHUYECTBO

[Ipeanonaraer co3naHue ONaronpusTHOM arMocdepbl B KOJUIEKTHBAX MOApA3JeNICHHH,
obecneunBaromux nesrenbHocTs UCITH I'Y3 «HoBocnacckas Pby», aiis cHM>KeHUs BEpOATHOCTU
BO3HUKHOBEHUS HETAaTUBHBIX JIEHCTBUIA CBA3aHHBIX C YEJIOBEYECKUM (haKTOPOM.

B Taxoii 006cTaHOBKE COTPYIHUKH JOKHBI OCO3HAHHO COOJIFOATh YCTAHOBJICHHBIE TPABMIIA
U OKa3bIBaTh COJIEHCTBHE B AEATEIBHOCTHU MOPA3Ie/ICHUH TEXHNYECKOH 3aluThl MH(QOpMaIuu.

I'm6kocts cucrembl 3amuThI I/IH

[TpuHsATBHIE MEpPBI M YCTAHOBJIEHHBIE CPEJICTBA 3AIIUThI, OCOOCHHO B HaydajJbHbIN MEepHOJ UX
9KCIUTyaTallii, MOT'YT 00ecreunBaTh KaK Ype3MEpHBIA, TaKk U HEJAOCTATOYHBIH YPOBEHb 3aIlUTHI.
Jnsa obecrnieueHUss BO3MOXXKHOCTH BapbHUpPOBAaHUS YPOBHEM 3alMILEHHOCTH, CPEACTBA 3allUTHI
JIOJDKHBI 00J1a1aTh ONpe/ielIeHHOW THOKOCThi0. OCOOEHHO BaXKHBIM 3TO CBOMCTBO SIBJISETCS B TEX
CllydasiX, KOTJa YCTaHOBKY CpPEICTB 3allUThl HEOOXOJUMO OCYLIECTBIATh Ha PabOTAIOIIYIO
cUCTeMy, He Hapylllas Ipolecca €e HOpMaIbHOIr0 (PyHKIIMOHUPOBAHMUS.

OTKprTOCTb AJATOPpUTMOB U MEXAaHU3MOB 3aIIIMThI

CyTh mpHUHIUIIA OTKPBITOCTH AJTOPUTMOB U MEXAHU3MOB 3aIIUTHI COCTOMT B TOM, 4YTO
3aIIMTa He TOJDKHA 00eCreYnBaThCs TOJMBKO 32 CYET CEKPETHOCTH CTPYKTYPHOW OpraHu3alud U
AITOPUTMOB  (PYHKITMOHUPOBAHUS €€ MOJCUCTEM.

3HaHHE ANTOPUTMOB PAOOTHI CUCTEMBI 3AIUTHI HE JOJKHO J1aBaTh BO3MOXKHOCTH €€ MPEO0I0JICHHUS
(maxe aBTopam). OgHAKO, 3TO HE O3HAYAeT, YTO WH(GOpPMALMA O KOHKPETHOW CHUCTEME 3aIlUThI
JIOJDKHA OBITH OOIIEIOCTYITHA.

IIpocToTa npuMeHeHNnst CPEACTB 3N THI

MexaHU3MBbl 3aIIUTHl JOJKHBI ObITh MHTYHUTHBHO TOHSTHBI U HPOCTHI B UCIIOJIBb30BAaHUM.
[IpyMeHeHre cpeACTB 3alIUThl HE TOJKHO OBITH CBSI3aHO CO 3HAHUEM CHEIUAIBHBIX SI3bIKOB WJIH C
BBIITOJIHEHUEM JIeMCTBUI, TpeOYyIOUIMX 3HAUYUTENBHBIX JIOMOJHUTENBHBIX TPYAO3aTpaT IpU
00BbIYHOI paboTe 3aperucTpUpPOBAHHBIX YCTAHOBJIEHHBIM IMOPSAKOM I0JIb30BaTeNed, a TaKXkKe He
JIOJDKHO TpeOoBaTh OT MOJIb30BATENS BBIMOIHEHUS! PYTUHHBIX MAJIOTIOHATHBIX €My onepanuii (BBOJ
HECKOJIbKUX Maposie U UMeH U T.1.).

JlomkHa HOCTUTaThCs aBTOMATU3alMs MaKCUMAaJIbHOIO YHCia AEMCTBHM MOJIb30BaTENed U
agmuauctpatopos UCII/IH.

HayuyHasi 000CHOBAHHOCTDH M TEXHUYECKAsl Peajiu3yeMoCcTh

WHupopmaninoHHbIE TEXHOJIOTUH, TEXHUYECKHE U TIPOrPaMMHBIE CPEJICTBA, CPEJICTBA U MEPHI
3alUThl HH(POPMALMK JTOJKHBI OBITh peaM30BaHbl HA COBPEMEHHOM YpPOBHE Pa3BUTHS HAYKH U
TEXHUKH, HAy4YHO OOOCHOBAHBI C TOYKH 3PEHHUS JTOCTHXKEHHUS 33JaHHOTO YPOBHS O€30MaCHOCTH
UHPOpPMALlUM U JIOJDKHBI COOTBETCTBOBATH YCTAHOBJIIEHHBIM HOpMaM U TpeOOBaHUAM IO
6e3onacunoctu [1]1H.

C3II[n nomkHa ObITh OPUEHTHPOBAHA HA PEIICHUS, BO3MOXHbBIE PUCKH JJIs KOTOPBIX U
MEpPBI IPOTUBOAEHCTBUS ITUM PUCKAaM IPOLUIN BCECTOPOHHIOK TEOPETHUYECKYIO U IPAKTHUYECKYIO
IIPOBEPKY.

Crnennanu3zanus ¥ npoecCHOHAIN3M



[Ipenmonaraer mnpuBIeUEHUE K pPa3pabOTKE CPEACTB U pealu3allid Mep 3allUThl
uH(pOpMAIIUK CIeNUATN3UPOBAHHBIX OpPTaHU3alNK, HanOoJiee MOATOTOBIECHHBIX K KOHKPETHOMY
BUJY JIEATEIBHOCTH 10 obecnieueHuto 6ezonacHoct [1/1H, MMErOmMX OMbIT MPAKTHYECKOH paboThI
U TOCYJapCTBEHHYIO JIMIIEH3MIO Ha IpaBO OKa3aHUs YyCIyr B 3Tod obOmactu. Peammzanus
aJMUHUCTPATUBHBIX MEP M DOKCIUIyaTauuss CpPEICTB 3al[UThl JIODKHA  OCYLIECTBISATHCA
npoecCHOoHANBLHO MOATOTOBICHHBIMU criennanuctamu I'Y3 «HoBocmacckas Pby.

O06s13aTeJILHOCTH KOHTPOJIS

[Ipenmonaraer 0053aTeNbHOCT, U CBOEBPEMEHHOCTH BBISBJICHHS U MPECEUCHUS MOMBITOK
HapYyIICHUs YCTaHOBJIEHHBIX MpaBui oOecneueHus 6ezomacHocTH I1J[H Ha OCHOBE HMCMONB3yEMbIX
CUCTEM U CPEJCTB 3aIIUThI HH(OPMAIIUU TPU COBEPIICHCTBOBAHUHN KPUTEPHEB U METOIOB OIICHKU
3¢ ()EeKTUBHOCTHU 3TUX CHCTEM U CPECTB.

KoHTponb 3a NesTenbHOCThIO JIOOO0TO MOJBh30BATENs, KaKJOTO CPENCTBA 3alIUTHI U B
OTHOUICHHUHU JIFO00T0 00BEKTa 3alIUTHI JOHKEH OCYIIECTBISATHCS Ha OCHOBE NMPUMEHEHHUS CPE/ICTB
OTIEPATUBHOTO KOHTPOJISL U PETUCTPALIMK U JOKEH OXBAaThIBATh KaK HECAHKIIMOHUPOBAHHBIC, TaK U
CaHKLIMOHUPOBAaHHbBIE AEWCTBUSA MOJIb30BATENCH

6 Mepbl, MeTOIBI U cpeACTBA o0ecnieyeHns TpedyeMoro ypoBHsi 3allIMIIIEHHOCTH

Obecrieuenne TpeOyemMOoro YpOBHS  3alIMIIEHHOCTH JIOJDKHOCTH  JOCTUTAThCs €
UCIIOJIb30BaHUEM MeEp, METOJIOB M CpeACTB Oe3omacHocTd. Bee Mepsl obecriedeHusi 6€301macHOCTH
NCIIJn noapasaenstorcs Ha:

— 3aKOHOJaTeJIbHbIC (IIPABOBHIC);

— MOpPaJIbHO-ITUYECKHE;

— OpraHu3aloHHbIC (AJIMUHUCTPATUBHEIC);
— (usnueckue;

— TCXHHUYCCKHUC (annapaTHLIe 151 HpOFpaMMHLIe).
HepequL BLI6paHHBIX MEp obOecreueHHs: 0€30IMaCHOCTH OTpaXXacTcd B IInane MepOHpI/ISITI/Iﬁ
10 00ECIICUEHUIO 3aIIUTEI ICPCOHAJIBHBIX JaHHBIX.

3akoHoaaTe/bHbIE (IPABOBbIE) MePbI 3a1UTHI

K mpaBoBbIM MepaM 3alUThl OTHOCSTCS JEWUCTBYIOIIME B CTPaHE 3aKOHbBI, YKa3bl WU
HOPMATHBHBIE aKThI, perjJaMeHTUpyoIue npaBuia obpamenus ¢ [1JIH, 3akperuisiionue npasa u
00S3aHHOCTH YYaCTHUKOB HWH(OPMAIMOHHBIX OTHOIICHUH B Tporecce ee oO0paboTku u
WCIIOJI30BaHUs, a TaK)Ke YCTAaHABIIMBAIOIIUME OTBETCTBEHHOCTb 3a HAPYIICHHS JSTUX TMpaBul,
MPENSATCTBYS TEM CaMbIM HEIPABOMEPHOMY MCIONIb30BaHUIO [1/1H 1 gBmsronuecs: caepxuBarommm
(hakTOpOM MIJIs TOTEHIIMATBHBIX HAPYITUTEICH.

[TpaBoBBIE MEPHI 3aIIUTH HOCAT B OCHOBHOM YTPEXK AN, MPOPUITAKTHUECKUN XapaKTep
U TpPeOYIOT TMOCTOSTHHON pPa3bsCHUTEIBLHOM palboThl C TOJIB30BATEISIMU W OOCITYKHBAIOIIUM
MIEPCOHAIIOM CUCTEMBI.

MopaJjbHO-3THYeCKHE MePbI 3alUThI

K MopanbHO-3THUECKHM MepaM OTHOCATCS HOPMBI TOBEJEHUS, KOTOpPbIE TPaTUIMOHHO
CJIOKWJIMCh WM CKJIQJIBIBAIOTCS MO Mepe pacnpocTpaHeHuss 9BM B crpane mim obuiectBe. ITH
HOpPMBI OOJbIlIEH YacTbl0 HE SABISAIOTCS 00S3aTelNbHBIMU, KaK 3aKOHOAATEIbHO YTBEP)KICHHbBIE
HOPMAaTUBHBIE aKThI, OJJTHAKO, UX HECOOIOIEHUE BeeT OOBIUHO K MAJCHUIO0 aBTOPUTETA, IPECTHIKA
YyeJioBeKa, TPYIIIbI JIMI WIK OpraHu3aiui. MopaabHO-3THYECKHE HOPMbI OBIBAIOT KAaK HEMMCaHbIE
(HampuMep, oOLIepU3HAHHbIE HOPMbI Y€CTHOCTH, MAaTPUOTU3MA U T.II.), TaK M MHCaHBIE, TO €CTh
0o OpMIIEHHBIE B HEKOTOPBIH cBOJ (YCTaB) MpaBUJI WU NMPEANHCAHUM.

MopallbHO-3TUYECKHE MEpbl 3alUTHl  SBISAIOTCS MNPO(PUIAKTUYECKUMH U TpeOyroT
IOCTOSIHHOM  paboThl 1O CO3AAHUIO  3J0POBOIO  MOPAJIBHOIO KJIMMara B  KOJUIEKTHUBAaX
nozpaseseHuil. MopaabHO-3THYECKHE MeEpbl 3alMThl CHUKAIOT BEPOSTHOCTH BO3HUKHOBEHUS
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HETraTHUBHBIX JEHCTBUIl CBSI3aHHBIX C YEJIOBEYECKUM (HaKTOPOM.
OpranusanuoHHble (A/AMUHUCTPATHBHBIE) MePbI 3aIIIUTHI

Opranu3alndoHHbIe (aIMUHUCTPATUBHBIE) MEPHI 3aLIUTHI — 3TO MEPbl OPraHU3aIMOHHOTO
XapakTepa, periaMeHTupytomme nporecchl (pynkuuonupoBanus HWCIIJIH, wucnons3oBaHue
pecypcoB MCII/IH, nesTenbHOCTh OOCTY>KMBAIOIIEro IepcoHana, a  TaKkKe  MOpPSIA0K
B3aumojieiicTBust noisb3oBareneid ¢ UCIIJn Takum

o0pa3om, yToObl B HaOObILIEH CTENEHH 3aTPYAHUTh WM MCKIIOYUTHh BO3MOXHOCTH pealln3aliu
yrpo3 6€30MaCHOCTH WM CHU3UTh pa3Mep MOTeph B CIy4yae UX peaan3aliii.

I'maBHas 1e1b aIMUHUCTPATUBHBIX MEp, MPEAIPUHUMAEMBIX HA BBICHIEM YIIPABJICHYECKOM
ypoBHe — cdopmupoBath [lomutuky unbopmannonHoir Oe3zonmacHocty II/IH (oTpaxaromryro
MOJXO/IbI K 3aIIUTe HH(pOpMAIK) U 00eCTIeYUTh €€ BBITIOJTHEHUE, BBIACTAS HEOOXOUMBIE PECyPChI
Y KOHTPOJIUPYS COCTOSTHUE JEl.

Peamuzanus [Momutuku nnpopmanmnonnoit 6e3onacuoctu [l 8 UCII[An cocrout u3 mep
aIMUHHCTPATUBHOTO YPOBHS U OPTaHU3ALMOHHBIX (IIPOLIEYPHBIX) MEP 3aIIUTH HHPOPMAIIIH.

K agMuHHCTpaTUBHOMY YPOBHIO OTHOCATCS PEIICHHUS PYKOBOJACTBA, 3aTPAarMBarOILINE
nestenbHocTh UCIIH B memom. DTy perienus 3akperisitorcs B [lonutuke uHpopmMannoHHOM
6e3omacHocTh. [IpuMepoM Takux pemeHuid MOTyT ObITh:

— MPUHATHE peuieHus o0 (POPMUPOBAHUU WM TEPECMOTPE KOMIUJIEKCHOW MpPOTrpamMmbl
obecnieuenus 6ezonacHoctu I1J1H, onpeneneHre OTBETCTBEHHBIX 3a €€ PEAIN3alINIo;

— (opmynupoBaHue 1eTeil, MOCTAaHOBKA 3a/1a4, OMpPE/IeJICHUE HAMPABICHUN AESITeTbHOCTH
B obOsactu 6e3onacuoctu [1/1H;

— MPUHATHE PEUICHWH MO BOIPOCaM pealu3alluyd MporpamMmbl O€30IaCHOCTH, KOTOpbIE
paccmatpuBarotcs Ha ypoBHe ['Y3 «HoBocnacckas Pb»B nenow;

— o0ecrieueHe HOPMATUBHOHM (ITpaBoBOi) 0a3bl BOMPOCOB 0OE30MACHOCTH U T.II.
[TonmuTuka BEepXHEro ypOBHS JOJDKHA YETKO OYEPTUTh chepy BIMSHHUS U OTpaHUYCHHUS
npu ompeneneHuu 1eneil OezomacHoctw [IJI[H , ompenenuTh KaKUMH —pecypcamu
(MaTepuanbHbIe, IEPCOHAT) OHU OYAYT MOCTUTHYTHI M HAWTH Pa3yMHBINH KOMIIPOMHUCC MEXIY
npreMIIEMbIM YpoBHEM Oe3omacHocTd U GyHKIIHoHanbHOCThI0 UCTT/IH.

Ha oprannzaniioOHHOM YpOBHE OIIPENEISAIOTCS NMPOLEAYPHI U NIPABUIIA TOCTUKEHUS LEJIEH U
pemenus 3ana4u [lonutuku nadopmannonHoii 6ezomacuoctu [1/[H. DTH npaBuia onpeaensoT:

— KakoBa 00JIacTh MpUMEHEHUs NOMUTHKHU Oe3onacHocTu [1/1H;

— KaKOBBl POJM M OOSA3aHHOCTH JOJDKHOCTHBIX JIMII, OTBEYAIOUIHE 3a TIPOBEACHUE
noauTuku 6esonacuoctu [1/1H, a Tak ke UX YCTaHOBUTH OTBETCTBEHHOCTH;

— KTO MMeeT Inpasa goctyna K [1/1H;

— KaKUMU MepaMu U cpeficTBamu obecrieunBaeTcs 3amura [1/1H;

— KaKUMHU MEpaMU U CPEACTBAMU O0ECTIEYUBACTCS KOHTPOJIb 32 COOTIOCHHEM BBEICHHOTO
pexrmMa 6e30MacHOCTH.

Opranu3zanoHHble Mepbl 10JIKHbI:

— MpeaycMaTpuBaTh  pErJaMeHT  HHQPOPMAIIMOHHBIX  OTHOIICHHWH,  HCKIIIOYAOUIUX
BO3MO>XHOCTh HECAHKIIHOHUPOBAHHBIX JCHCTBHI B OTHOIIICHHH OOBEKTOB 3aITUTHI;

— ONpeAeNATh KOAIMIIMOHHBIE W WEpapXWUYeCKHe MPUHIMIBI U METOABl pa3rpaHUYCHHS
noctyna k [T/1x;

— OIpEAeIATh MTOPSIIOK paboThI C  TpOrpaMMHO-MaTEeMaTUYECKUMHU "
TeXHUYECKUMH (ammapaTHbIe) CpPEICTBAMHM 3allUThl W KPUINTO3ANIUTHI W APYTHX 3allUTHBIX
MEXaHU3MOB;

— opranm3oBaTth Mepbl  npotuBoxelictBuss  HCJI  monb3oBaTenssMM  Ha  9Tamax
ayTeHTH(UKAIIIN, aBTOPU3AINHU, UACHTU(UKAIINN, 00ECTICYNBAIOIINX TapaHTHU pPeaI3aIliy MpPaB
¥ OTBETCTBEHHOCTH CYOBEKTOB MH(POPMAIIMOHHBIX OTHOIICHHIA.

Opranu3aloOHHbIE MEPHI 10KHBI COCTOATH 3!



— peraamenTa aocrtyna B nomemenus UCIT/IH;

— TOPSIAOK JIONYyCKa COTPYAHUKOB K wHcnosb3oBaHuto pecypcop HWCI[In 1'Y3
«HoBocnacckas Pby;

— perjlaMeHTa IIpOLEeCCOB BeleHHUsA 0a3 [JaHHBIX M OCYILIECTBJICHUS MOAU(DUKALUU
MH(POPMALIMOHHBIX PECYPCOB;

— periiaMeHTa MPOLECCOB OOCTYHUBAHUSA M OCYIIECTBICHHUS MOIU(DUKAIIMH alMapaTHbIX U
nporpaMMHsbIx pecypcoB UCIT/IH;

— uHcTpykuuit mnonb3oBatenet WCII[n (aamunuctparopa UCII[AH, agmuHuctpaTopa
6e3omacHoctH, onepatopa UCII/In);
— HHCTPYKLHS [10JIb30BATENs IPYU BOSHUKHOBEHUH BHEILTATHBIX CUTYaLUH.

dusnyeckue Mepbl 3alIIUTHI

dusnyeckue MCPbI  3alIUThI OCHOBAHBI Ha TMPUMCHCHHUU Pa3Horo poaa
MCXaHUYCCKUX, 9JICKTPO- NI SJICKTPOHHO-MCXaHUYCCKUX yCTpOfICTB u
COOPY)KGHHﬁ, CIICHUAIIBHO  IIPCAHA3HAYCHHBIX JJIA CO31aHuA (1)I/ISI/I‘ICCKI/IX

HpGHHTCTBI/Iﬁ Ha BO3MOXXHBIX MYTAX IMPOHUKHOBCHUA U JOCTYIIA INOTCHIHAJIBHBIX H&panI/ITeJIeﬁ K
KOMIIOHCHTaM CUCTCMBI H SaHlHIHaeMOﬁ I/IH(I)OpMaI_[I/II/I, a TaKiKC TCXHHYCCKUX CpPCACTB
BU3YyaJIbHOT'O Ha6JHOI[eHI/I$I, CBsA3U U OXpaHHOi/JI CUTHAJIM3alluu. du3nueckas 3almuTa 3I[8,HI/II71,

IIOMELICHUH, 00BEKTOB U cpeAcTB MH(POPMaTU3ALIH J0JDKHA OCYLIECTBIIATHCSA
IIyTEM YCTAaHOBJICHHS COOTBETCTBYIOLIUX IIOCTOB OXPAHbI, C IIOMOILBK) TEXHUYECKHUX CPEICTB
OXpPaHBI WU JTIOOBIMUAPYTUMH  CIIOCOOaMH, IPENOTBPAIAIOIMMUA WM CYLIECTBEHHO

3aTPYIHSIOUMMU [POHUKHOBEHHE B 3[aHUE, IIOMEIICHHS [IOCTOPOHHUX JIMI, XHUIICHUE
MH(POPMALMOHHBIX HOCUTEIEH, CaMUX CPeACTB HMH(OPMATH3AIMH, UCKITIOYAIOIIUMU  HaXOXKJICHHUE
BHYTPHU KOHTPOJIUPYEMOH (OXpaHseMOil) 30HbI TEXHUUECKUX CPEACTB Pa3BEIIKH.

AnnapaTHo-nporpamMMHble cpeacTna 3ammThbl [1/{n

Texnudeckue (anmapaTHO-TIPOTPaMMHBIE) MeEphl  3allUThl OCHOBAaHbI Ha HMCIOJIB30BAHUH
Pa3IMYHBIX SJEKTPOHHBIX YCTPOMCTB M CHENHANBHBIX MporpaMm, Bxoasmux B coctaB UCII/Ix u
BBITIOJIHSIFOITUX (CaMOCTOSITEIHHO WJIM B KOMIUIEKCE C APYTHMMHU CpencTBamMu) (YHKIIUU 3aIUTHI
(uneHTUUKALMIO U ayTeHTU(UKAIMIO TOJb30BaTeNlel, pa3rpaHHuEHUE JOCTyNa K pecypcam,
perucTparuio coobITUi, KpUNTorpadpuyeckoe 3aKpbITHE UHPOPMALMK U T.11.).

C ydetroM Bcex TpeOoBaHui U nmpuHIMNOB obecnieuenust Oe3onacuoctu [11n B UCIIQH mo
BCEM HAIPaBJICHUSM 3aIUTHI B COCTaB CHCTEMBI 3alIATHI JTOJDKHBI OBITh BKJIIOUEHBI CIEAYIOIINE
cpenacTna:

— CpeacTBa UICHTHPUKAITUT (omo3HaBaHUN) u ayTeHTUUKALUN
(moaTBepxKACHUS TOATUHHOCTH) Ttosb3oBareneit UCII/IH;

— CpelCTBa pasrpaHMyYEHUs] JIOCTyNa 3aperUCTPUPOBAHHBIX  IOJIb30BATENIEH CHCTEMBI K
pecypcam UCII[n I'Y3 «HoBocnacckas Pby;,

— cpencTBa o0ecredeHHs] U KOHTPOJISL LEIOCTHOCTU MPOrPaMMHBIX U HMH(OPMalMOHHBIX
pEeCypCoB;

— CpeJICTBa ONEPaTUBHOTO KOHTPOJIS M pErucTpaiiy cOObITHI 0€30MacHOCTH;

— kpunrorpaduyeckue cpeacraa amutsl [1/{H.

VYcnemnHoe NpUMEHEHHE TEXHUYECKUX CPEACTB 3alllUThl HA OCHOBAaHMM IPUHLMUIIOB (pa3ien
5) nmpenmonaraeT, 4YTO BBINOJHEHHWE TIIEPEUUCICHHBIX HIDKe TpeboBaHMil  oOecreyeHo
OpraHU3al[MOHHBIMH  (aIMUHHUCTPATUBHBIMH) MEpaMH U  HUCHOJb3YEMbIMH  (PU3NUYECKUMU
CPEICTBAaMU 3aLIUTHI:

— obecrieyeHa (uzndeckast eIocTHOCTh Bcex komnoneHT UCTI/IH;

— Kaxapli coTpyaHuk (monb3oBartens MCII[IH) wnm rpymnma mnojb3oBaTelield HMeEeT
YHUKAJIbHOE CHCTEMHOE WM M MHMHUMAQJIbHO HEOOXOAWMBIE JJIsi BBIOJHEHHS UM CBOMX
(GYHKIIMOHAJIBHBIX 0053aHHOCTEN MOJIHOMOYHS 1O AOCTYIY K PecypcaM CUCTEMBI;
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— B UCII[n I'Y3 «HoBocnacckas Pb»pa3paboTka u oTiiajgka mporpaMmm OCYIIECTBIISIETCS
3a npenenamu UCIIJIH, Ha ucnbITaTeNbHBIX CTEHAX;

— BCE M3MEHECHHS KOH(DHUrypallMM TEXHUYECKMX W mporpamMMmHubix cpenacts HWCIIOn
MPOU3BOJIATCS CTPOrO YCTAHOBIECHHBIM MOPSAKOM (PETUCTPUPYIOTCS U KOHTPOJIUPYIOTCS) TOJIBKO
Ha OCHOBaHUU pacnopsikeHui pykoBojctBal V3 «Hosocnacckas Pby;

— cereBoe 000pynOBaHWE (KOHIIGHTPATOPBI, KOMMYTATOPBI, MapUIPyTU3aTOPhl M T.II.)
pacroiaraeTcsi B MECTax, HeIOCTYIHBIX JJI MOCTOPOHHUX (CHEIUAIbHBIX MOMEIIEHUIX, MKadax,
U T.IL.).

— cnenuanucramu ['Y3  «HoBocnacckas Pb»ocymiecTBisieTcss HEIpEpbIBHOE YIIPaBIEHUE
¥ aIMUHHCTPATUBHAS MOAJCPKKA (PYHKIIMOHUPOBAHHS CPEJCTB 3AIIUTHI.

7 Koutpoasb dpdexTuBHoctu cuctembl 3ammThl UCIIIn I'Y3 «HoBocnacckasi Pby»

Kontpons sa¢pdexruBHocTr C3I1/IH n0mKeH OCYIIECTBIISETCS HA MEPUOIUYECKON OCHOBE.
Llenbro KOHTpOIIA 3(h(HEKTUBHOCTH SBISIETCS CBOEBPEMEHHOE BBISBJICHHE HEHAJIEKAIIUX PEXKUMOB
pabotel  C3II[IH  (OTKIIOYEHHME  CpPEIACTB  3alllUThl, HapyLIEHHWE  PEKUMOB  3aIIUTHI,
HECAaHKIIMOHMPOBAHHOE HW3MEHEHHE pEXUMa 3allUThl M T.01.), a TaK I[POTHO3UPOBAHUE U
NPEBEHTHBHOE pearnpoBaHie Ha HOBBIE yrpo3bl Oe3omacHocTu [1/1H.

KoHTpons MokeT mNpoBOAWUTHCS Kak aaMuHucTpatopamu Oe3onmacHoct  HCIIH
(omepaTUBHBIN KOHTPOJHL B mpoliecce mHpopmammonHoro B3ammozeictBus B MCII/IH), Tak u
HPUBJIEKAEMbIMH JUISl 3TOW LI€IM KOMIETEHTHBIMU OPraHU3alUsIMU, UMEIOIUMHU JIMIEH3UIO Ha 3TOT
BUJ AestenbHocTH, a Takke DCTIK Poccun u @Ch Poccun B nipeenax ux KOMIETCHITUH.

KoHTponb MOMKET OCYIIECTBIATHCS aJMHUHHUCTPATOPOM O€30HaCHOCTH KaK C IOMOIIBIO
HITaTHBIX CPEJICTB CUCTEMBI 3alMThI [1JIH, Tak ¥ ¢ MOMOIIBIO ClIENUANbHBIX IPOTPAMMHBIX CPEJICTB
KOHTPOJIS.

Onenka 3¢ dextuBHOCTH Mep 3amuThl [1JIH MPOBOAUTCS € UCTIONB30BAaHUEM TEXHUUECKUX U
IPOTPaMMHBIX CPEICTB KOHTPOJISI HA MPEAMET COOTBETCTBHSI YCTAaHOBJICHHBIM TPEOOBAHUSM.

8 Cdepnl oTBeTcTBeHHOCTH 32 Oe30nmacHOCTh [1/IH

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJb Haja obecriedeHreM O0e30IacHOCTH
NEPCOHAIBHBIX JIaHHBIX sBisgeTcs pykoBoauTenb ['Y3 «HoBocnacckas Pby. PykoBoaurens Moxer
JIeNIerupoBaTh YacTh MMOJHOMOYUH 10 0OecreueHn0 0€3011aCHOCTH EPCOHANBHBIX JTaHHBIX.

Cdepa 0TBETCTBEHHOCTH PYKOBOAMTENS BKJIIOUAET CIEAYIOLINE HAIpPaBIEHUs 00ecTieueHus
6e3onacHoctu [1]1H:

1) Tnanuposanue u peanusamus Mep mo obecreueHuio 6ezomacHocT I1]TH;

2) Aunamus yrpos 6esomacuoctu I1/1n;

3) PaspaboTKy, BHeIpeHHE, KOHTPOJIb HCIIONHEHHS M TOJIEPIKAHHE B AaKTYadbHOM
COCTOSIHUM MOJINTUK, PYKOBOJCTB, KOHLENIUMN, IPOLEAYP, PETrJaMEHTOB, MHCTPYKIHMM U IPYrUX
OpraHU3AIMOHHBIX JIOKYMEHTOB 10 00ECIIeYeHUI0 O€30MaCHOCTH;

4) Kontpons samumennoctd UT undpactpykrypsl ot yrpo3 Ub myTewm:

— oOyuenus u uHpopmupoBanus nonb3oBateneit MCII/IH, o mopsake padotsl ¢ I1JIH u
CpEJCTBAMU 3aIllUTHI;

— MpEeNOTBpAILllEHUs, BBIABICHMS, pearupoBaHUS W  pacCieJOBaHMs  HapylICHUH
6e3onacuoctu [1J[H.

[Tpu B3aMMOAEMCTBMM CO CTOPOHHHMMH OpraHM3allUsMU B CIy4asX, KOrJa COTpYyIHUKAM
OTUX OpTraHW3alliidi TMPEAOCTaBIACTCS JOCTYNm K OOBEeKTaM 3amuThl (pazmen 3), ¢ ITUMHU
OpraHu3alsIMH  JIOJDKHO OBITh 3aKkimoueHo «CornameHue o KOH(UACHIMAIBHOCTHY, JIMOO
«Cornamenue o cobmoaeHun pexxnma 6e3omnacHoctu 11 npu BemonaHeHuu padotr B UCIIH».
ITonroroBka TUMOBBIX BAPUAHTOB ITHX COIVIALIEHUM OCYIIECTBIISETCS COBMECTHO C IOPUANYECKUM



OTJICJIOM.
9 MojeJib HAPYIIUTEIS 0€30MACHOCTH

[Tox napymmutenem B I'Y3 «HoBocnacckass Pb»ynonumaercst auio, KOTopoe B pe3yibTaTe
YMBIIUICHHBIX WA HEYMBIIIJICHHBIX JEHCTBUI MOXKET HaHECTH yuiepd oObeKTaM 3aluThl (pa3zen
3).

Hapymurenu mnoapazaensitorcss 1o npusHaky npuHamiexHocty k  MWCIIIa. Bcee
HapyILIUTEIN AEATCA Ha JBE IPYIIIbL:

— BHELIHUE HapymuTenu — (U3MYecKue Julla, HE HMEIollue IpaBa MpeObIBaHUS Ha
TEPPUTOPUHU KOHTPOJIUPYEMOM 30HBI, B IIpeieiax KoTopoi pasmemaercs ooopynoanune UCIIH;
— BHYTPEHHUE HapylmuTenu — (U3HUecKHue JIMIa, HUMEIoIUe MpaBo MpeObIBaHUS Ha

TEPPUTOPUHU KOHTPOJIUPYEMOM 30HBI, B TIpeiesax KoTopoi pasmeraercs ooopynoanrne UCII/IH.
Knaccudukanusa Hapymuteneid mnpeactaBieHa B Mogenu  yrpo3  0€30MacHOCTH
MEePCOHANIbHBIX NaHHbIX Kaxaon UCII/H.

10 Mopaesib yrpo3 6€30nacHOCTH

HJnsa UCIOn TV3 «HoBocnacckas Pb»BbLaenstoTCs ClieayrOlUMe OCHOBHBIE KaTErOpuu
yrpo3 0e30MacHOCTH NEPCOHATBHBIX JTaHHBIX:

1) Yrpossl OT yTeuku Ho TEXHUYECKUM KaHAJIAM.
2) Yrpo3bl HECAHKIMOHMPOBAHHOTO JOCTYTIA K HH(OPMAIIUH:

— yrpo3bl YHUYTOXKEHMs, XuueHus anmnapatHeix cpeacts MCII[AH Hocuteneil uH-
dopmanuu nyrem ¢puznyeckoro gocryna k anementam UCII/IH.

— yrpo3bl  XUIICHHUS, HECAHKIIMOHUPOBAHHOW MOIU(PUKANUKA WM  OJIOKUPOBAHHS
nHpopmaiuu 3a cuer HecaHkimoHupoBanHoro noctyma (HCJI) ¢ mpumeneHuem mporpamMmHO-
anmapaTHbIX U MPOTPaAMMHBIX CPEACTB (B TOM YHCIIe IPOrPaMMHO-MAaTeMaTHYECKUX BO3ACHCTBUN).

— yrpo3bl He NpeJHaMEpPEHHBIX ACWCTBUN IOJb30BaTeNIe M HapylleHUH O0e30MacHOCTU
¢ynkunonuposanust UCITIn n C3I1/IH B ee cocTaBe u3-3a c60€B B MPOrpaMMHOM OOECIIEUeHHH, a
TaK)K€ OT Yrpo3 HEaHTPOIOI€HHOro (cOOEB ammapaTypbl M3-3a HEHAJEKHOCTH 3JIEMEHTOB, COOEB
AJIEKTPONUTAHUS) U CTUXHUMHOTO (yIapOB MOJIHUH, [10’KapOB, HABOJAHEHUH U T.I1.) XapakTepa.

— Yrpo3bl IPEIHAMEPEHHBIX JEHCTBUI BHYTPEHHUX HAPYLIUTENEH.

— YI'pO3bl HECAaHKIIMOHMPOBAHHOI'O JOCTYIA MO KaHaJlaM CBSI3H.
Onucanue yrpo3, BEpOATHOCTh UX pealn3allii, OMIACHOCTh U aKTyaJIbHOCTh MPEACTABICHBI
B Mogenu yrpo3 6€301macHOCTH EPCOHANBHBIX JaHHBIX Kakaon UCITIH.

11 Mexanu3m peaauzanuu Konuenuuu

Peanmuzanus KOHLIeHLII/II/I JOJIKHA OCYHICCTBIIATHCA HA OCHOBC ICPCIICKTUBHLIX IMMPOTrpaMM U
IJIAaHOB, KOTOPBIC COCTABJIAKOTCA HAa OCHOBAHUH U BO UCIIOJIHCHUC!

— (enepanpHBIX 3aKOHOB B 00yacTH obecriedeHuss WHGOPMAMOHHON O€30MacHOCTH U
3alUThl HHQOpMAaIINH;
— nocraHoBneHul [IpaBurenscTBa Poccuiickoit @enepanuu;

— PYKOBOASIINX, OPTaHU3AIMOHHO-PACTIOPSAUTEIBHBIX M METOJUYECKHX JOKYMEHTOB
®CTIK Poccun;

— notpedHocteit UCII/IH B cpencTBax obecrieueHus 6€30MacHOCTH UH(POpMALIUH.
12 Oxupaemblii 3¢ dexT oT peanuzanuu Konuenuuu

Peammzanms Konnenmuu 6e3onacuoctu [1/{r B UCITIH mo3BowT:
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— oueHuTh cocrosiHue Oe3omacHoct uWHGopmaruu  WCII[{H, BBIIBUTHP HCTOYHHKH
BHYTPEHHUX W BHEIIHUX yrpo3 WH(POPMAIMOHHOW 0€30MacHOCTH, OMPEICNIUTh MPUOPUTETHBIC
HaIpPaBJICHUS IPEJOTBPAIICHUS, OTPAKECHUS U HEUTpaIu3allu 3TUX YTPO3;

— pa3paboTarb  pacmopsiiMTeIbHbIE W  HOPMATUBHO-METOAMYECKHE  JOKYMEHTBI
npumenuteabHo k UCI/IH;

— mnpoBecTH Kiaccudukanuto u cepruduxaruto UCIH;

— MPOBECTU OPraHU3ANUOHHO-PEKUMHBIC U TEXHUYCCKHE MEPONPUITUS IO 00CCIICUYCHUIO
6e3onacunoctu [11n 8 UCITH;

— obecreunTh HEOOXOIUMBIN YPOBEHB 0€30MACHOCTH OOBEKTOB 3aIUTHI.

OcylecTBI€HHE 3TUX MEPONPUATUNA O0ECleYuT CO3/aHHue €OUHOW, LEJIOCTHOW H
CKOOpAMHHUPOBAHHOU cUCTeMbl MHpopMarmorHoi 6e3omacuoctu UCIIJIH 1 co3mact yciaoBust JUist
ee JlaJbHeHIIero CoOBepIeHCTBOBAHUS.



