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MOJIO)KEHUE O 3AIIUTE IMTEPCOHAJIBHBIX JAHHBIX



1. O6uue mos10xKeHus.

1.1. Hacrosimee IlonoskeHue pa3paboTaHO B LENSIX 3aAIIUTHl MEPCOHANBHBIX JAaHHBIX,
oOpabaTrbeiBaeMbIX B MHPOPMAIIMOHHBIX CHCTEMax mepcoHanbHbIX AaHHbIX ['Y3 «HoBocnacckas
PB» OT HECaHKIIMOHUPOBAHHOT'O JIOCTYIIA, HEIPABOMEPHOTO WX WCIOJIB30BAHUS HIIU YTPATHL.

1.2. Tlonoxenue ompezenser oOECHeUYeHHEe B COOTBETCTBHHM C 3aKOHOJATEIbCTBOM
Poccuiickoit ®eneparyu 006pabOTKH, XpaHEHHS W 3aIIUTHl [lepcOHANBHBIX MaHHBIX, a TaKXKe
MEPCOHAIBHBIX JTaHHBIX, COAEPIKALIUXCS B IOKYMEHTAX, MOJTYYSHHBIX U3 IPYTUX OpraHu3anuil, B
00palIeHNAX TPAXKAaH U UHBIX CYOBEKTOB MEPCOHATBHBIX JAHHBIX.

1.3. Ilonmoxxenue pazpaboraHo Ha ocHoBaHuH CT. 24 KoHcturymuu PO, denepaibHOro
3akoHa P® «O mepconanbHbIX JaHHBIX» Ne 152-D3 ot 27.07.2006 1., 3akona «O06 napopmManuw,
uHpopmaruzanun u 3ammre uHpopMmarum» Ne 149-®@3 ot 27.07.2006 r., [loctaHoBIECHUS
[IpaButensctBa Poccuiickoii @Depepanmu ot 01.11.2012r. Nelll9 «OG6 yTBepKIaeHUU
TpeOOBaHMI K 3allUTe TMEPCOHAIBHBIX TaHHBIX IpU HX 00paboTke B HMH(MOPMAIIMOHHBIX
CUCTEMax NMEPCOHANBHBIX JaHHBIX)», HOPMATHUBHO-NIPaBOBbIMU akTamu Poccuiickoii denepanuu
B 00JIaCTH TPYIOBBIX OTHOIIICHUM.

1.4. Hacrosee [lonoxenue yrBepxknaerca HadanbHukoM 'Y 3 «HoBocnacckas Pby.

1.5. M3menenus B [lomoxkeHne MOTyT OBITH BHECEHBI B YCTAHOBIICHHOM JCHCTBYIOIIUM
3aKOHO/ATEILCTBOM MOPSIKE.

1.6. B nacrosimem [lonoxeHnn NCHOIB3YIOTCS CIEIYIOIINE OCHOBHBIE MTOHSATHU:

1.6.1. IlepconanbHble naHHBIE — J100as MHPOPMAIIHS, OTHOCSIIAACS K ONpPEAeTICHHOMY
WIA OIpENeIIeMOMY Ha OCHOBaHMM Takod wuHpopMamuu ¢uznueckomy nuny (CyObeKTy
MEPCOHAIBHBIX JaHHBIX ) — pAOOTHUKY, A0UTYPUEHTY, 00y4aroIeMycsl, BBIITYCKHUKY:;

1.6.2 Oneparop — rocy1apCTBEHHbI OpraH, MyHULIUIIAIbHBINA OpraH, IPUINYECKOE WIN
dbuznyeckoe MO, OpraHU3ymoImMe U (WIM) OCYLIECTBISIIONIME OOpabOTKY MEepPCOHAIBHBIX
JAHHBIX, a TAKXKe OTPEACISIONINE I U CoAep KaHue 00pabOTKH MepCOHATBHBIX JaHHBIX

1.6.3. OGpaboTKka MepCcOHATbHBIX TAaHHBIX - JEHUCTBUS (OMepanuu) C MepCOHATHHBIMU
JAaHHBIMH, BKJIIO4Yasi cOOp, CUCTEMAaTU3allui0, HAaKOIUIEHUEe, XpaHEeHHe, YTOUHEeHHe (0OHOBIIEHUE,
U3MEHEHHE), UCIOJIb30BaHUE, PACIHPOCTpaHEHHE (B TOM YHMCIE Iepeaady), oOe3IHMYMBaHHE,
OJIOKMpOBaHNE, YHHUTOKECHHUE TIEPCOHANBHBIX TaHHBIX;

1.6.4. PacmpocTpaHeHue TMepCOHANbHBIX MJAHHBIX - JIEHCTBHUS, HAIpaBlIeHHbIE Ha
nepeaadyy NEPCOHAIBHBIX JaHHBIX OIpPENeNIEHHOMY Kpyry Jui (mepefada TepCOHAIBHBIX
JTAHHBIX) WA Ha O3HAKOMIIEHUE C MEPCOHATbHBIMU JaHHBIMH HEOTPAHUUYEHHOTO Kpyra JIHII, B
TOM 4HcJe OOHapOJOBaHWE IEPCOHAIBHBIX MAHHBIX B CPEICTBAX MAacCOBOH HHQOpMaIum,
pasMeleHre B MHPOPMALMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETAX WU IMPEOCTaBlIEHHE 10CTYyIa
K TIEPCOHATBHBIM JTAHHBIM KaKUM-JTH00 HHBIM CIIOCOOOM;

1.6.5. Hcnonb3oBaHWEe TEPCOHANBHBIX JaHHBIX — JEeWCTBUA  (omepanuu) ¢
NIEPCOHANBHBIME JTAHHBIMH, COBEpIIaeMbIe OIEPATOpPOM B IENSAX MNPHHATHS PEIICHUH WIN
COBEpILEHHUS] MHBIX JACHCTBHM, MOPOXKIAIOUIMX IOPUIMYECKUE IOCIEACTBUS B OTHOLICHUU
CyObeKTa MepCOHATBHBIX TaHHBIX WM APYTUX JIUII JINOO WHBIM 00pa30M 3aTparuBarolinX IpaBa
U CBOOO/IBI CYObEKTa MEePCOHANBHBIX IAHHBIX WM APYTUX JIUIL;

1.6.6. brnokupoBaHWE MEPCOHATBHBIX JIAHHBIX — BPEMEHHOE TpeKpaiieHue coopa,
CUCTeMAaTH3allNK, HAKOIJICHUS, UCTIONb30BaHUs, PACTIPOCTPAHEHHsI MEPCOHANBHBIX JAaHHBIX, B
TOM YHCJIE UX TIepeIavuu;

1.6.7. YHHMYTOXEHHE TEPCOHAJBHBIX MJAHHBIX — JCWCTBUS, B pe3ylbTaTe KOTOPBIX
HEBO3MO)XHO BOCCTaHOBHUTH COJIEP)KaHHE MEPCOHATBHBIX JAaHHBIX B MH(QOPMAIMOHHOW CHCTEME
MEPCOHANBHBIX JAHHBIX WJIH B PE3YyJbTaTe KOTOPBHIX YHHUUTOXKAOTCS MaTepUAIbHBIE HOCHTEIH
NEPCOHATBHBIX JaHHBIX;

1.6.8. Obe3nuurBaHUE TEPCOHAIBHBIX NAHHBIX — JCUCTBUS, B pE3yJIbTaTe KOTOPBIX
HEBO3MOXKHO OIPEAETUTh MPUHAIICHKHOCTh MEPCOHAIBHBIX JTAaHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHAIBHBIX JTaHHBIX;

1.6.9. NudopmarnmonHas cucremMa MepcoHAbHBIX JTaHHBIX — HH(POpPMaIIMOHHAsI CUCTEMA,
IpEeCTaBIIAIoMas COO0OH COBOKYITHOCTh NMEPCOHATBHBIX JAHHBIX, COAEPKAIINXCS B 0a3e NaHHBIX,
a Tak)Ke MHOOPMALIMOHHBIX TEXHOJOTHM M TEXHUYECKUX CPEACTB, MO3BOJISIONIUX OCYIIECTBIATh
00paboOTKy TaKHUX MEPCOHATBHBIX JAaHHBIX C UCHOJIB30BAHUEM CPEJICTB aBTOMATHU3ALUU WIH 0e3
MCIIOJIb30BAaHUs TAKUX CPE/ICTB;



1.6.10. KonduaeHmaaisHOCTh IEPCOHAIBHBIX JAHHBIX — 00s3aTEIIBHOE JIJIST COOTFIOACHUS
OTIepaTOPOM WIJIM UHBIM MOJTYYHBIIMM JOCTYI K TIEPCOHATBLHBIM JAaHHBIM JTUIIOM TpeOOBaHHE HE
JIOTIyCKaTh UX PacIpOCTpaHeHHe 0e3 corjacusi CyObeKTa MEePCOHATBHBIX JaHHBIX WM HAJIAYUS
WHOTO 3aKOHHOT'O OCHOBAHHS;

1.6.11. TpancrpannyHas nepegaya NEePCOHAIBHBIX JAHHBIX — Iepeaaya MepCOHAIbHbBIX
JaHHBIX oniepatopoMm uepes ['ocynapcrBennyto rpanuny Pocculickoit denepanuu opraty BJIacTu
WHOCTPAHHOTO TOCYIapCcTBa, (U3HUYECKOMY WM IOPUIUYECKOMY JIMIy HHOCTPAHHOTO
rocyJapcTBa;

1.6.12. OOGmienocTymHbIe TMEPCOHANBHBIC JAaHHBIE — IEPCOHAIBHBIC [aHHBIC, JOCTYI
HEOTPAHUUYEHHOTO Kpyra JIMI] K KOTOPHIM MPEIOCTABJICH C COTJIachsi CyObeKTa MepCOHATbHBIX
JAHHBIX WM HA KOTOPHIE B COOTBETCTBHH C (efepalbHBIMU 3aKOHAMHU HE PACIPOCTPAHSIETCS
TpeboBaHue COOTIOICHUS KOH(PUICHIIMAITBHOCTH.

2. [lonsiTHe M co/iep:KaHNe NEPCOHATbHBIX JAHHBIX.

2.1. TlepconanbHble NaHHBIE — J00as WHGOpPMANHWs, OTHOCSIIAACA K TPSAMO WIH
KOCBEHHO ONPEJCICHHOMY WIH ONpeensieMomMy pusndeckoMy Uiy (CyOBbEKTy MepCcOHaATbHBIX
JaHHBIX ), @ UMEHHO, UH(pOpMaIus, HeoOXoauMas JIJIsl OCYLIECTBIEHNUS OCHOBHOM AESITEIbHOCTU
I'YV3 «HoBocnacckas Pb» u kagpoBoro yuera coTpyIHUKOB.

2.2. Onepatopom nepcoHadbHbIX qaHHBIX saBisgercs ['Y3 «HoBocnacckas Pby.

2.3. JlonyckaeTcs MpUBJIEKaTh Al 00pabOTKU MEePCOHAIBHBIX TaHHBIX YITOJIHOMOYEHHbBIE
OpraHU3ali Ha OCHOBE COOTBETCTBYIOILMX JI0OTOBOPOB U COIJIALIEHUH.

2.4. TlepcoHalbHbIE JaHHBIC SBISIOTCS KOH(DHUIEHIUMAIBHBIMHU, XOTS, YUUTBHIBas HX
MacCOBOCTb U €MHOE MECTO 00pabOTKM M XpaHEHHS, COOTBETCTBYIOIIUI I'pr( OrpaHUYCHHUS HA
HUX HE CTaBUTCS.

2.5. ObecnieueHne KOH(DUICHITMATLHOCTH IIEPCOHATBHBIX JJAHHBIX HE TpeOyeTcs B ciydae
00e371MYMBaHMsI U B OTHOLIEHUH OOIEAOCTYITHBIX EPCOHANIBHBIX JaHHBIX.

3. [opsinok mostyvyeHusi U 0OPadOTKH MEPCOHAIBHBIX TAHHBIX.

3.1. IlonyyeHue mEpPCOHANBHBIX JAaHHBIX OCYIIECTBISIETCS B COOTBETCTBHUH C
HOPMAaTHUBHO-TIPAaBOBBIMU ~ akTaMu  Poccuiickoii ~ Denepanuu, HOPMaTUBHBIMH U
pacniopsiautenbHbiMu TokyMeHTamu ['Y3 «HoBocnacckas Pb» Ha ocHOBe cormnacusi cyObeKTOB
Ha 00pabOTKy UX MEePCOHATBHBIX TaHHBIX.

3.2. Oneparop BipaBe TpeOOBATh OT CYOBbEKTa MEPCOHATBHBIX JAHHBIX MPEI0CTABICHHS
uH(pOpPMAIIUU COTIIACHO CT. 6 U cT. 7 ®enepanbHoro 3akoHa Ne 44 ( B T. 4. 0 €ro HAIMOHATBLHOU U
pacoBOi NPUHAJIEKHOCTH, COCTOSTHUU 37I0POBbS U Ip. ).

3.3. be3 cormacus CcyOBEKTOB OCYyILECTBIAETCS 00paboTKa OOIIEIOCTYITHBIX
MEPCOHAIBHBIX JAHHBIX WM COJIEPKAIINX TOJbKO (aMWIMM, UMEHA U OTYECTBA, OOpallleHul 1
3aMpoCcOB OpraHu3anuii u (U3MYECKUX JIHIl, PErucTpaius U OTIpaBKa KOPPECIIOHACHIIUU
MIOYTOBOW CBA3bI0, OPOPMIIEHHE PA30BBIX MPOIYCKOB, 00pabOTKa MEPCOHATBHBIX AHHBIX IS
WCTIOJTHEHUS TPYJOBBIX JOTOBOPOB WM 0€3 MCIOIh30BAHUS CPEICTB aBTOMATU3AINH, U B UHBIX
CIydasix, MpeayCMOTPEHHBIX 3aKOHOJATENbCTBOM Poccuiickoi denepannn

3.4. O6paboTka M WCMONH30BAHHE MEPCOHANBHBIX IAHHBIX OCYIIECTBISETCS B LENSX,
YKa3aHHbIX B COIJIAIIEHUSX C CYOBEKTaMH NEPCOHANbHBIX JAaHHBIX, a TaKXK€ B CIydasx,
MPelyCMOTPEHHBIX HOPMAaTUBHO-TIPAaBOBBIMU akTaMu Poccuiickoii @eneparum.

3.5. He nmomyckaeTcsi mpUHSATHE HAa OCHOBAaHWH HMCKIIFOYUTEIBHO aBTOMATHU3MPOBAHHOU
00paboOTKM TEPCOHANBHBIX JAHHBIX PEIICHUH, MOPOKAAIINX HOPUIUISCKHE IMOCIEACTBUSI B
OTHONIEHUH CYOBEKTa NMePCOHATbHBIX JAHHBIX WM MHBIM 00pa30M 3aTparuBarollyuX €ro mnpasa u
3aKOHHbBIE UHTEPECHI.

3.6. B ciyuyae yBOJIbHEHHMS CyOBEKTa MEPCOHANBHBIX JTAHHBIX M WHOTO JOCTHIXKCHHS
neneld oOpabOTKHM TEepPCOHANBHBIX JaHHBIX, 3a()UKCUPOBAHHBIX B MHUCHMEHHOM COTJIAIICHUH,
Onepatop 00s3aH HE3aMEIIUTEIBLHO TMPEKPATUTh OOpabOTKY MEepCOHAIBHBIX JaHHBIX U
YHHUYTOXXUTh COOTBETCTBYIOIINE TEPCOHANBHBIC NaHHBIE B CPOK, HE IPEBBIMAIONUNA TpeX
paboumx THEH C JaThl JTOCTHXKEHHUS LEeIH 00pabOTKM MEepCOHATBHBIX TaHHBIX, €CIM MHOE He
NPeIyCMOTPEHO (peepabHBIMU 3aKOHAMH.



3.7. IlpaBuna oOpabOTKM M MCIOJIb30BAHUS TEPCOHAIBHBIX JTaHHBIX YCTAHABIMBAIOTCS
OTJIEeNbHBIMU perylaMeHTaMu 1 uHeTpykuusimu Y3 «HoBocnacckast Pby.

3.8. IlepcoHnanbHble JaHHBIE MOTYT XPaHUTHCS B OYMaXHOM H(WJIM) 3JIIEKTPOHHOM BH/JIE
[EHTPAIIM30BAaHHO WJIM B COOTBETCTBYIOLIMX CTPYKTYPHBIX MOJpPA3JCICHUSIX C COOIIOJCHUEM
MPEelyCMOTPEHHBIX HOPMATHBHO-IIPaBOBbIMU akTamu Poccuiickoit denepannu mep 1o 3amure
NEPCOHAIBHBIX JJaHHBIX.

3.9. IlepeueHb CTPYKTYpHBIX TMOJpa3feieHUl u (WIM) OTICIbHBIX JOHKHOCTEH,
UMEIOIMX MpaBO Ha 00pabOTKy NEepCOHANBHBIX MJAHHBIX TPEIOCTABISCTCA pPaOOTHUKAM
CTPYKTYpPHBIX MOJpa3AeieHuil u(Wiu) ITODKHOCTHBIM JIMIAM, ONPEACNIEHHBIM OTIEIbHBIMU
[Tpuka3zamMu, pacrnopAIUTENbHBIMU JOKYMEHTAMH M HHBIMH TMHCbMEHHBIMH YKa3aHUSIMU
YIOJIHOMOYEHHBIX coTpyaHUKOB ['Y3 «HoBocnacckas Pby.

3.10. IlepcoHanbHble OaHHBIC 3AIIUIIAIOTCS OT HECAHKIIMOHMPOBAHHOTO JOCTYyNa B
COOTBETCTBUM C HOPMAaTUBHO-IIPABOBBIMM akTamMu Poccuiickon ®enepanuv, HOPMAaTHUBHO-
paclopsiANTEIbHBIMA aKTaMU U PEKOMEHIAMSIME PETYIHUPYIOIIUX OPTaHOB B 00JACTH 3alTUTHI
uH(pOpMaLnK, a TAK)KE YTBEPKAECHHBIMU perilaMeHTaMu U HHCTpyKuusaMu Oneparopa

3.11. Jlo Havanma OCYIIECTBJICHUS TPAHCTPAHUYHOW TMepeAayd MEePCOHATbHBIX JAaHHBIX
orBeTcTBeHHbIN pabdotHuk ['Y3 «HoBocnacckas Pb» o00s3an  yOenutbcs B TOM, 4YTO
WHOCTPaHHBIM TOCYAApCTBOM, Ha TEPPUTOPHIO KOTOPOTO OCYIIECTBISAETCS Iepeaaya
NEPCOHANBHBIX JIAHHBIX, 00ECIIEUNBACTCS a/IeKBATHAS 3aIUTa MpaB CyOBEKTOB IMEPCOHATBHBIX
JAHHBIX.

TpancrpanuyHas nepegadya IMEPCOHAIBHBIX JAHHBIX Ha TEPPUTOPUH HMHOCTPAaHHBIX
rocy1apcTB, He O0O0ECIeYuBaIOIUX aJeKBAaTHOW 3alIUThl IpaB CYOBEKTOB MEPCOHAIBHBIX
JTAaHHBIX, MOXKET OCYIIECTBIIATHCA B CIIydasiX:

3.11.1. Hanuuusa cornacusi B MUCbMEHHOM popme cyObeKTa NepCOHAIbHBIX JaHHBIX;

3.11.2. [IpenycMOTpeHHBIX MEXAYHApOAHBIMU aoroBopamu Poccuiickoit denepanuu no
BOIPOCaM BBIJJauu BU3, MEXIYHApOAHBIMU JoroBopamu Poccuiickoit @enepanumn 06 oka3aHuu
IPaBOBOM TMOMOILIM MO TPaKJAHCKUM, CEMEHHBIM U YTOJIOBHBIM JiejlaM, a TaKxke
MEXIyHapOAHbIMU 1oroBopaMu Poccuiickoit denepanuu 0 peaJMUCCHH;

3.11.3. npexycMOTpeHHBIX (enepaabHbIMU 3aKOHAMH, €CITH 3TO HEOOXOIMMO B IENAX
3alIUThl OCHOB KOHCTUTYLHMOHHOTrOo cTposi Poccuiickoit ®denepannu, obecrieueHHs OOOPOHBI
CTpaHbl U 0€30IaCHOCTH rOCYAapCTBa;

3.11.4. ucrnonHeHUs: JAOroBOpa, CTOPOHOI KOTOPOro SIBIAETCS CYOBEKT NMepCOHATbHBIX
JTAHHBIX;

3.11.5. 3ammTHl KU3HU, 3/I0POBBS, WHBIX >XU3HEHHO BaXXHBIX HHTEPECOB CYyOBEKTa
NEPCOHAIbHBIX JIAHHBIX WM JPYTUX JUI[ TpPU HEBO3MOXKHOCTU IIOJIyYE€HHUS COIJIacusl B
NUCbMEHHOU (hopMe cyOBeKTa MepCOHATBHBIX JAaHHBIX.

4. IlpaBa, 00513aHHOCTH M OTBETCTBEHHOCTh CY0beKTAa MEPCOHATBHBIX JAHHBIX H
Onepartopa npu 06padoTKe NEPCOHATbHBIX TAHHBIX/

4.1. B mensx oOecrieyeHHs 3allMThl CBOMX IE€PCOHAIBHBIX JAHHBIX CYOBEKT
MIEPCOHANIBHBIX JTAaHHBIX B COOTBETCTBMM ¢ DenepanbHbIM 3akoHOM Poccuiickoin Penepanuu OT
27.06.2006 1. Ne 152-®3 «O mnepcoOHaJIbHBIX MJAaHHBIX» 3@ MHCKIIOUYEHUEM CIIy4yacs,
MPelyCMOTPEHHBIX JaHHBIM DesiepalibHbIM 3aKOHOM, UMEET MPaBo:

4.1.1. Ha nonydenue cenenuit 06 Onepartope, 0 MecTe €ro HaxOXJAEHUs, O HATUYUH Y
Oneparopa NEpCOHANBHBIX JaHHBIX, OTHOCSIIUXCS K COOTBETCTBYIOLIEMY CYOBEKTY
NIEPCOHAIBHBIX JaHHBIX, & TAKXKE Ha 03HAKOMJIEHHE C TAKUMU MEPCOHAIBLHBIMU JaHHBIMU;

4.1.2. TpebGoate oT OmepaTopa YTOYHEHHS CBOUX IIEPCOHAIBHBIX JaHHBIX, WX
ONMOKMpPOBaHMSA WJIM YHUYTOXKEHHS B CiIydae, €CIM TMEpCOHAJbHBIC JaHHbBIC SBISIOTCS
HETOJIHBIMY, YCTapEeBIIMMHU, HEJOCTOBEPHBIMM, HE3aKOHHO IOJIyYCHHBIMM WM HE SBISAIOTCS
HEOOXOJMMBIMU JJISl 3asBJICHHOW LN OOpa0OTKH, a TakXKe NPUHUMATh MPEAYCMOTPEHHBIE
3aKOHOM MepBI 110 3alIUTe CBOUX IIPaB;

4.1.3. Ha momydeHnue mpu oOpalleHMH WM TpU IOJYyYEHHH 3ampoca WH(POpMaIuy,
Kacaromieics 00pabOTKHU €ro NepCOHALHBIX TaHHBIX;

4.1.4. Ha oOxanoBanue neiictBuid uimm Oe3zneiictBust Omeparopa B YIOJIHOMOYEHHBIN
OpraH IO 3allUTe NpaB CyObEKTOB MEPCOHATBHBIX JAHHBIX WU B CY1I€OHOM MOPSIKE;



4.1.5. Ha 3amuTy cBOMX IpaB M 3aKOHHBIX MHTEPECOB, B TOM YHUCJIE HA BO3MEIICHUE
yOBITKOB U (MJIM) KOMIIEHCALIMIO MOPAJIILHOTO Bpesia B CyA€OHOM MOPSIJIKE.

4.2. O6s3anHOoCcTH Otnieparopa Mnpu cOoOpe NEePCOHATBHBIX JTAHHBIX.

4.2.1. Onepatop 00s3aH 6€3BO3ME3THO MPEJOCTABUTh CYOBEKTY MEPCOHATIBHBIX JAHHBIX
WM €r0 3aKOHHOMY IPEJICTaBUTENI0 BO3MOKHOCTh O3HAKOMIICHUS C NIEPCOHANBHBIMU JaHHBIMU,
OTHOCSIIMMHCS K COOTBETCTBYIOLIEMY CyOBEKTY MEPCOHATIBHBIX JAHHBIX, @ TAK)KE BHECTH B HUX
HEOOXOUMbIe M3MEHEHMSI, YHUUTOXKUTh HIIM OJIOKUPOBATH COOTBETCTBYIOLIUE MEPCOHAIbHBIE
JaHHBbIE 10 TPEAOCTaBICHUM CYOBEKTOM IEPCOHAIBHBIX JAHHBIX WM €ro 3aKOHHBIM
MPEJICTAaBUTENIEM CBEICHHUI, MOATBEPKAAIONINX, YTO TNEPCOHAIbHBIE JIaHHbIE, KOTOpHIC
OTHOCSITCS K COOTBETCTBYIOIIEMY CYOBEKTYy U 00pabOTKYy KOTOpBIX ocyiecTBisier Omepatop,
ABJIIOTCS HEIOJIHBIMM, YCTapEBUIMMH, HEIOCTOBEPHBIMHM, HE3aKOHHO IIOJYyYEHHBIMU WM HE
ABIIIOTCS HEOOXOIMMBIMHU TSI 3asIBJICHHOM 11eJTi 00pabOTKH.

4.2.2. O BHECEHHBIX U3MEHEHUAX U MPEINPUHATHIX Mepax Omeparop 00si3aH yBEJOMUTh
CyOBbeKTa MEePCOHATBHBIX JAHHBIX UM €r0 3aKOHHOTO MPEICTABUTENS U TPEThUX JIUI, KOTOPHIM
NepCOHAIbHBIE JaHHBIE ATOTO CYObEeKTa ObLTN TepelaHbl.

4.2.3. B cnyuae BbISBICHHS] HEMPABOMEPHBIX JEHCTBHI C MEPCOHATBHBIMU JAHHBIMH
Omnepatop B CpOK, HE MPEBBIIIAIONINI TpeX pabouux IHEH C JaThl TAKOTO BBISBJICHUs, 00s3aH
YCTPAHUTH JOMYIICHHbIC HAPYIICHUS.

4.2.4. B cinyyae HEBO3MOXHOCTH YCTPaHEHHUs JONYILIEHHBIX HapyuieHuil Omneparop B
CPOK, He MPEBBIIAONINI TpeX padounX JAHEH C aThl BHIIBICHUS HEIPABOMEPHOCTH JIEHCTBUH C
[IEPCOHAIbHBIMU JIaHHBIMU, 00513aH YHUUTOXXUTH [IEPCOHAJIbHBIE IaHHBIE.

4.2.5. O6 ycTpaHeHHH NOMYIICHHBIX HAPYIICHUN WM 00 YHUYTOXKEHHH MEPCOHATBHBIX
naHHbIX OnepaTop 00s3aH YBEIOMHTH CyOBEKTa NMEPCOHAIBHBIX JAHHBIX WM €r0 3aKOHHOTO
MPEICTAaBUTEIIS.

4.2.6. B cimyuae 0T3bIBa CYyOBEKTOM TNEPCOHAIBHBIX JAHHBIX COrjlacus Ha 00paboTKy
CBOMX TEpCOHAIBHBIX JAaHHBIX Omneparop o00s3aH NpeKpaTUTh OOPaOOTKY MEPCOHAIBHBIX
JAHHBIX ¥ YHUYTOXKUTh [IEPCOHANBbHBIE IaHHBIE B CPOK, HE MPEBBIIIAIONINI TpeX pabouux AHEN ¢
JaThl TIOCTYIUIEHUS! YKAa3aHHOTO OT3bIBA, €CJIM MHOE HE MPENYCMOTPEHO COIIAIIEHUEM MEXAY
OrnepaTopoM U CyOBEKTOM MEPCOHAIBHBIX JaHHBIX.

4.2.7. O0 yHMUYTOXEHUHU MEPCOHATBHBIX TaHHBIX Orneparop 00s3aH yBEIOMHUTh CyOBEKTa
NEPCOHAIBHBIX JaHHbBIX.

4.3. IIpaBa OnepaTopa Ha nepeady nepcoHaIbHBIX TAaHHBIX TPETHUM JIUIAM.

4.3.1. Omeparop He BIpaBe 0€3 MHUCBMEHHOTO COrjacusi CyOBeKTa MEePCOHAIBHBIX
JAHHBIX TepeAaBaTh oOpabaTbiBaeMble IEPCOHAIbHBIE JAaHHbIE TPETBUM JIMIAM, 32
HCKJIIOYEHHEM CITy4aeB, MPEAYCMOTPEHHBIX 3aKOHOAATEeNbCTBOM Poccuiickoi denepannun

4.3.2. Ilepenaua mepcOHANBHBIX JAHHBIX CYObEKTa TPETbUM JIMIAM JIOJDKHA
MIPOU3BOJIUTCS B COOTBETCTBUU ¢ PernmaMeHTOM mepenadd MepCOHAIbHBIX JAHHBIX TPETHUM
JUIIAM.

5. OTBeTCTBEHHOCTH 32 pa3rJalieHne NepcoOHATbHBIX JaAHHBIX.

5.1. Omepatop, a Takke IOJKHOCTHBIE JHMI[a, BUHOBHbIE B HapyIIEHUH TpeOOBaHUI
®enepanpHoro 3akoHa PP «O mepcoHanbHbIX JaHHBIX» Ne 152-®3 ot 27.07.2006, HEcyT
TPaKIaHCKYIO, YTOJIOBHYIO, aIMUHUCTPATUBHYIO, TUCIMIUIMHAPHYIO U UHYIO MPETyCMOTPEHHYIO
3aKoHoaresbecTBOM Pocceniickoit denepanin OTBETCTBEHHOCTb.

5.2. OTBETCTBEHHOCTh 3a COOJIIOJICHHE TpeOOBaHUM 3aKoHOAATENbCcTBa Poccuiickoit
Oenepanuu pu 00pabOTKe M UCTOIH30BAHUHM MEPCOHANBHBIX JaHHBIX BO3JIAraeTcsl B MpUKa3e
00 yrBepxkaeHun llomokeHWsT W WHBIX TPUKa3ax Ha PYKOBOAUTENCH CTPYKTYPHBIX
MoJpa3feliecHnii ©W  KOHKPETHBIX  JOJDKHOCTHBIX  Jui  Omeparopa, 00padaThIBAIOIINUX
MEepCOHAJIbHBIC JTAaHHBIE.

6. OcHOBHBbIC TIPHHIHUIIBI TOCTPOCHHS CHCTEMbl KOMIUIEKCHOH 3allMThI
uHpopmanuu

[Toctpoenne  cuctembl  oOecredeHHs  O€30MACHOCTH  NEPCOHAIBHBIX  JIAHHBIX
UH(POPMALIMOHHBIX CHCTEM NepcoHalNbHbIX JaHHBIX [Y3 «HoBocmacckas Pb» u wux



(GYHKIIMOHUPOBAHHUE JOJHKHBI OCYILECTBISATHCS B COOTBETCTBUHU CO CIEIYIOIIMMU OCHOBHBIMHU
MIPUHIIAIIAMH

- 3aKOHHOCTb;

- CUCTEMHOCTb;

- KOMILJIEKCHOCTb;

- HENPEPBIBHOCTH;

- CBOEBPEMEHHOCTb;

- MPEEeMCTBEHHOCTh U HEMPEPHIBHOCTh COBEPILICHCTBOBAHMUS;

- IIepCOHaJIbHAsA OTBETCTBEHHOCTD;

- MUHUMM3AIHS TOJTHOMOYHIA;

- B3aMMOJICHICTBUE U COTPYIHUYECTBO;

- THOKOCTb CHCTEMBI 3alllUThI;

- OTKPBITOCTh AITOPUTMOB M MEXaHU3MOB 3aIUTHI;

- MPOCTOTA MPUMEHEHUS CPEJICTB 3aIIUTHI;

- Hay4YHast 000CHOBaHHOCTh U TEXHUYECKAs PEaIN3yeMOCTbh;

- crenuanu3anus 1 npophecCuoHaIN3M;

- 00513aT€TLHOCTH KOHTPOJIS.

6.1 3akoHHOCTH

[IpenmosiaraeT OCYIIECTBICHUE 3alUTHBIX MEPONPHIATHA © pa3pabOTKy CHCTEMBI
3amuThl nepcoHanbHbiX paHHbx (C3[11du) I'V3 «Hosocnacckass PB» B COOTBETCTBHH C
JIEUCTBYIOIIMM 3aKOHOAATEIIbCTBOM B OOJACTH 3alllUTHl MEPCOHAIBHBIX MAaHHBIX U JPYTUX
HOPMAaTUBHBIX  aKTOB 1O  0e30macHOCTH  WHGOpMAallMU, YTBEPXKACHHBIX  OpraHaMu
roCyJapCTBEHHOM BJIACTH M YIIPABJICHUS B MIPE/Ieiiax X KOMIIETEHIIUH.

[Tonb30BaTeny U 0OCTYKUBAIOIINUN MEPCOHAT HHPOPMAIIMOHHBIX CHCTEM MEPCOHATBHBIX
nauubix ['Y3 «Hoeocnacckas PBb» 1OMKHBI OBITH OCBEJOMIIGHBI O TMOPSAKE paboThl C
3amuiaeMoi nHpopMarmeit 1 06 OTBETCTBEHHOCTH 3a 3aiuThl [1][H.

6.2 CucTeMHOCTh

Cucremnsiii nmogxon k nocrpoennto C3IIdn I'V3 «Hoeocnacckas PBynpennonaraer
y4eT BCEX B3aMMOCBSI3aHHBIX, B3aUMOCHCTBYIONIUX U U3MEHSIIONINXCSI BO BPEMEHU 3JIEMEHTOB,
ycIoBUH M (PAKTOPOB, CYIIECTBEHHO 3HAYMMBIX MJIi TMOHMMAHUS U PEHICHHUs MPOOJIEMBI
obecneuenus 6e3onacaocta UCII[Mu I'V3 «Hosocnacckas PB».

[Ipy co3maHuu cuUCTEMBI 3aIIMTHI JOJDKHBI YUUTHIBAThCS Bce ciabble W HambOolee
ySI3BUMBIE MECTa CUCTEMbI 00pabOTKH MEPCOHATBHBIX JIAHHBIX, a TAKXKE XapakTep, BOZMOXKHBIC
OOBEKTHl M HaMpaBJICHHWs AaTaKk Ha CHCTEMY CO CTOPOHBI Hapymwurenel (0coOeHHO
BBICOKOKBTU(DUITUPOBAHHBIX 3JI0YMBIIIICHHUKOB), TTYTH NMPOHUKHOBEHHSI B PacIpe/IeIICHHBIC
cuctembl 1 HCJ[ x mnbopmanuu. Cuctema 3amIuThl JOHKHA CTPOUTHCS C YUETOM HE TOJIBKO
BCEX M3BECTHBIX KaHaioB mpoHukHoBeHUs u HC/] k mHopmaimm, HO ¥ ¢ y4eTOM BO3MOKHOCTH
MOSIBJICHUS TIPUHIIMITUATIHLHO HOBBIX MyTEH peanu3aiuu yrpo3 6e30MacHOCTH.

6.3 KomriekcHoCTh

KoMmiekcHOoe  UCIONb30BaHWE  METOJOB W CPEICTB  3alllUTHl  MPEAIOJaraet
COTJIACOBAaHHOE TPHMEHEHHE PA3HOPOIHBIX CPEICTB MPU TMOCTPOCHUU IETOCTHOU CHUCTEMBI
3aIUThI, TEPEKPBIBAIOIICH BCE CYIIECTBEHHBIC (3HAUMMBIC) KaHAIBI peald3alliil yrpo3 U He
coJiepKarieil ciadbIX MECT Ha CThIKAaX OT/ICTBHBIX €€ KOMIIOHEHTOB.

3ammMra JIOJDKHA CTPOMTBCS  BIICNIOHMpoBaHO. JIms KaxAoro KaHajga YTEUYKH
uHpopManuu W JUISI KaXAOW yrpo3bl O€30MacHOCTH JIOJDKHO CYIIECTBOBATh HECKOIBKO
3alUTHBIX pyOexeld. Co3maHue 3alUTHBIX pyOexel OCYIIECTBIISETCS ¢ y4ETOM TOrO, YTOOBI
JUISL UX TPEOJOJICHUSI MOTEHIIMAIBHOMY 3JI0YMBIIUIEHHUKY TpeOGoBaluch MpodeccHoHaIbHbIe
HABBIKM B HECKOJILKHX HEB3aMMOCBSI3aHHBIX 00IaCTSX.

Buemmnsss  3ammra goimkHa — obecriedyuBaThCs (UBMYECKMMU  CPENCTBaMH,
OpPraHHW3aI[MOHHBIMH M MpPaBOBbIMH Mepamu. OgHUM U3 Hamboyee YKPEIUICHHBIX pyOexeit
Npu3BaHbl OBITH CPEICTBA KPUNTOTPA(UUIECKON 3aIIMTHI, PEeaTU30BAaHHBIC C HMCIIOIH30BAHHUEM
texnosioruu VPN. IlpukinamHoil ypoBeHb 3aIUTHI, YYUTHIBAIOMIUNA OCOOCHHOCTH TMPEAMETHOMN
00J1aCTH, MIPECTABIAET BHYTPEHHUN PyOexk 3alUThHI.



6.4 HenpepbIBHOCTH 3alIUTHI IEPCOHATBHBIX JaHHBIX

3amuTa NepCOHANBHBIX JAHHBIX — HE PA30BOE MEPOIPHUATHE H HE MPOCTasi COBOKYITHOCTh
MPOBEJCHHBIX MEPONPUSITUA U YCTAaHOBJIEHHBIX CPEJICTB 3alllUThl, a HENPEPbIBHBIN
LIeJICHAIIPaBJICHHbII MpoIecC, MPEANONAraoluiil NpUHATHE COOTBETCTBYIOIIMX MEpP Ha BCEX
JTanax *U3HEHHOTo LKKJIa HHPOPMAITMOHHON CHCTEMBbI IEPCOHATBHBIX JIaHHBIX.

NudopManiioHHbIE CHUCTEMBI TEPCOHANBHBIX JIAHHBIX JIOJDKHBI HAXOAWTHCS B
3alIUIIEHHOM COCTOSHUM Ha NPOTSHKEHHMH BCEr0 BpeMEHH UX (QyHKIHOHUpOBaHus. B
COOTBETCTBUU C 3THUM MNPUHIIMIIOM JIOJDKHBI IPUHUMATHCS MEPhl MO0 HEAOMYIICHHUIO Mepexoja
MH(OPMALIMOHHBIX CHCTEM MEPCOHATBHBIX JAHHBIX B HE3ALUIIIEHHOE COCTOSHUE.

bonbminHCTBY (U3MUECKUX U TEXHUYECKHX CPEACTB 3amuThl A1 3()PeKTHBHOrO
BBITIOJTHEHNST CBOMX (YyHKIMN HEOOXOIMMa TMOCTOSHHAs TEXHUYECKas W OpraHu3aIlOHHAs
(amMUHUCTpaTUBHAsA) TMOJJEpKKa (CBOEBpEeMEHHass CMeHa M o0ecreueHue MPaBUIBHOTO
XpaHEeHUsT W TMPUMEHEHHS WMEH, TNapoyield, Kioueldl mmdpoBaHus, TNEpeornpeneIcHe
nonHoMounii u T.m.). IlepepbiBeI B paboTe CpeACTB 3allUThl MOTYT OBITH HCIIOJIb30BAHbBI
3JIOYMBIIUJICHHUKAMH JIJIsl aHAIN3a IPUMEHSEMBIX METOJIOB M CPEJICTB 3aIlIUTHI, 1JIsi BHEIPEHUS
CHEIHMAlIbHBIX TMPOTPAaMMHBIX M amnmapaTHBIX "3aKIaJ0K" U JPYTHX CPEICTB MPEOJOJICHUs
CUCTEMBI 3alIUThI IIOCIIE BOCCTAHOBJICHUS €€ (PYHKIIMOHUPOBAHHUS.

6.5 CBoeBpeMeHHOCTH

[Ipenmonaraer  ynpexparoomuid — xapaktep Mep  oOecnedyeHuss  O€30MaCHOCTH
MEPCOHANBHBIX JAHHBIX, TO €CTh MIOCTAHOBKY 3aJ1a4 MO KOMIUIEKCHOMU 3a1uTe HHPOPMAITMOHHBIX
CHCTEM IEePCOHATBHBIX JaHHBIX U PEeaH3alfI0 Mep obecreueHus: 0e30MacHOCTH NMEPCOHATBHBIX
JaHHBIX HA PAHHUX CTAJAUAX pa3pabOTKu MH(OPMALMOHHBIX CUCTEM MEPCOHAIBHBIX JAHHBIX B
IIEJIOM M €€ CUCTEMBI 3alUThI HHPOPMAITUH, B YaCTHOCTH.

Pa3paboTka cucTeMbl 3allUTBl JOJDKHA BECTUCH IMapalljIeIbHO C pa3paboTKol u
pa3BUTHEM CaMOM 3alllMIIAeMON CUCTEMbI. DTO MTO3BOJIUT YUECTh TpeOOBaHUs 0€30aCHOCTH HpU
MPOEKTUPOBAHUM APXUTEKTYPHl U, B KOHEYHOM cueTe, co3aarh Oonee 3¢ deKkTuBHbIE (KaK IO
3aTpaTam pecypcoB, TaK U MO CTOMKOCTH) 3alUIIEHHBIE CUCTEMBI.

6.6 IIpeeMCTBEHHOCTh M COBEPILIEHCTBOBAHHE

[IpenmonaratoT NOCTOSIHHOE COBEPLIEHCTBOBAHNWE MEP M CPEACTB 3aIIUThl HHPOPMAUU
Ha OCHOBE MTPEEMCTBEHHOCTH OPraHU3ALMOHHBIX U TEXHUUYECKUX PEIIeHUH, KaJpOBOTrO COCTaBa,
aHaym3a (QYHKIIMOHUPOBAHKS WH()OPMAIIMOHHBIX CUCTEM MEPCOHAIBHBIX JAHHBIX M UX CHCTEMBI
3aIIUTHI C YYETOM U3MEHEHUH B METOJaX U CPeACTBax IepexBaTa MH(OpMAaIKi, HOPMATHUBHBIX
TpeOOBaHU MO 3alIUTe, JOCTUTHYTOIO0 OT€UECTBEHHOTO U 3apy0eXHOT0 OMIbITa B 3TOM 001acTH.

6.7 IlepcoHasibHasi OTBETCTBEHHOCTh

[Ipenmonaraer  BO3J0XEHHE OTBETCTBEHHOCTH 3a obOecrieyeHne 0Oe30MacHOCTH
MEPCOHANBHBIX JIAHHBIX U CHUCTEMBI UX OOpaOOTKM Ha Ka)XJOro COTPYIHHKA B TpEIeNax ero
MOJIHOMOYMI. B COOTBETCTBUM € ATMM NPHUHIMIIOM pacHpelesieHne MpaB M 00s13aHHOCTEN
COTPYIHUKOB CTPOUTCS TAKUM 00pazoM, 4TOOBI B ciIydae JIto00T0 HapyIICHHUs] KPYT BUHOBHHUKOB
OBLT YETKO M3BECTECH MWW CBEJICH K MUHUMYMY.

6.8 [IpuHIMN MUHUMH3AIUUA TTOTHOMOYHI

O3HayaeT mperoCTaBlIEHHWE TMOJb30BATENsIM MHMHMMAJIBHBIX TIpaB  JOCTyla B
COOTBETCTBUU C MPOU3BOJCTBEHHOW HEOOXOJIMMOCTBIO, HA OCHOBE NPUHIIUIA «BCE, YTO HE
pa3peleHo, 3arpemeHom.

JlocTynm K TepCOHATBHBIM JTAHHBIM JIOJIKEH MPEAOCTABISTHCS TOJBKO B TOM cliydae U
o0Beme, eci 3T0 HE0OX0IUMO COTPYAHUKY JUIS BHIITOJIHEHUS €0 JIOJKHOCTHBIX 00513aHHOCTEH.

6.9 B3saumojeicTBUE U COTPYIHUYECTBO

[Ipenmonaraer cozgaHue OJaronpusITHON aTMocdepbl B KOJIEKTHBAX MOJpa3/elIeHUH,
00ecreYnBarOIIUX JesATEIbHOCTh WH(MOPMAIMOHHBIX CHCTEM IEePCOHATBHBIX HaHHBIX [YV3
«Hoseocnacckaa PB», niis CHMXEHUS BEPOSITHOCTH BO3HWKHOBEHHS HETAaTUBHBIX JEHCTBUMI
CBSI3aHHBIX C YEIIOBEUYECKUM (PaKTOPOM.

B Takoii oOcTaHOBKE COTPYIHHKH JOJDKHBI OCO3HAHHO COOJIOJATh YCTAaHOBJICHHBIE
MpaBWJia M OKa3blBaTh COJCHCTBHE B JCATEILHOCTH MOJAPA3IeleHUH TEXHUYECKOW 3allUThI
nHpopmaruu.



6.10 T'mOKOCTh CHCTEMBI 3alTUThI IEPCOHATBHBIX JaHHBIX

[TpuHSITHIE MEPHI H YCTAHOBICHHBIC CPEJCTBA 3alIUTHl, OCOOCHHO B HaYaJIbHBIA MEPUOJ
UX OJKCIUTyaTallud, MOTYT oOecredyuBaTh KaK 4Ype3MEpHbIH, TaK M HEIOCTaTOYHBIH YpOBEHb
3amuThl. [y obecriedeHusl BO3MOKHOCTH BaphbUPOBAHUS YPOBHEM 3alIMIEHHOCTH, CPEICTBA
3alIUThl JOJDKHBI 00JanaTh oOmnpeaeneHHOW THOKOCThi0. OCOOEHHO BaKHBIM 3TO CBOWCTBO
SBIIIETCS. B TE€X CIydYasX, KOTJia YCTAaHOBKY CPEJICTB 3alIUThl HEOOXOIWMO OCYIIECTBIATH Ha
paboTaronyro cucTeMy, He Hapylias mporecca ee HopMaabHOro (PYyHKIIMOHUPOBAHUS.

6.11 OTKpBHITOCTH AITOPUTMOB U MEXAHU3MOB 3AIUTHI

CyTb NpHUHIMIA OTKPHITOCTH aJIrOPUTMOB U MEXAaHU3MOB 3aIIUTHl COCTOUT B TOM, UTO
3alUTa He JIOJDKHA 00eCIeYrBaThCs TOJIBKO 33 CUET CEKPETHOCTU CTPYKTYPHOUM OpraHu3aluul u
AITOPUTMOB (DYHKITMOHHPOBAHHUSI €€ TIOJICUCTEM. 3HAHUE alITOPUTMOB Pa0OThI CHCTEMBI 3alTUTHI
HE JIOJDKHO J1aBaTh BO3MOXKHOCTH €€ IpeojoJieHus (naxe aBropam). OgHaKo, 5TO HE O3HAYAET,
410 HHGOPMAIUs 0 KOHKPETHON CUCTEME 3aIUTHI JOJKHA OBITH OOIIEAOCTYITHA.

6.12 IIpocroTa mpUMEHEHUS CPEIICTB 3aAIUTHI

MexaHu3MBbI 3alIUTHl JOJHKHBI OBITh MHTYUTHBHO TOHSTHBI U TIPOCTHI B UCIIOJIb30BAHUH.
[IpuMmeHeHue CpelICTB 3alIUThI HE JOJIKHO OBITh CBS3aHO CO 3HAHUEM CHEIHANbHBIX S3bIKOB UJIH
C BBITMIOJHCHUEM JCHCTBUM, TPEOYIOIIUX 3HAYUTEIHHBIX JOMOJHUTEIBHBIX TPYI03aTPaT IMPH
00BbIYHOI paboTe 3aperucTpUPOBAHHBIX YCTAHOBIEHHBIM MOPSIKOM IOJIb30BaTENCH, a TaKKE HE
JOJDKHO TpeOOBaTh OT TOJB30BATENS BBIMOJIHCHUS PYTHHHBIX MAJIOMOHATHBIX €My OIepanui
(BBOJI HECKOJIBKHUX Mapojie U UMeH | T.1.).

JomkHa mocTUraThCsi aBTOMaTU3alUsl MAaKCUMAJIBHOTO YHCIIA AEHCTBUM IMOJb30BATENICH
U aJIMUHUCTPATOPOB MH(OPMAIIMOHHON CHCTEMBI IEPCOHATBHBIX TaHHBIX.

6.13 Hayunass 000CHOBaHHOCTh M TEXHHUYECKASI PEATU3YEMOCTh

HudopmaninoHHble TEXHOJOTHH, TEXHUYECKHE M MpPOrpaMMHBIE CPEICTBA, CPEACTBA U
MEpBI 3alUTHl HHPOPMAIMK JTOJKHBI OBITh PEATM30BaHBI HA COBPEMEHHOM YPOBHE Pa3BUTHS
HAyKH W TEXHUKH, HAy4YHO OOOCHOBAHBI C TOYKHM 3pPEHUS JOCTHKEHHS 3aJlaHHOTO YpPOBHS
Oe3omacHOCTH WH(GOPMAIMA H  JODKHBI COOTBETCTBOBATH YCTAHOBJICHHBIM HOpMaM U
TpeOOBaHUSM O OE30MACHOCTH MEPCOHATBHBIX JTaHHBIX.

CucreMa 3alIUTHI MMEPCOHATBHBIX JAHHBIX JIOJDKHA OBITH OPUEHTHUPOBAHA HA PEIICHUS,
BO3MOXXHBIE PUCKH Il KOTOPBIX M Mephl MPOTUBOACHCTBUS JTUM pPHUCKaM MPOILIN
BCECTOPOHHIOIO TEOPETUUECKYIO U MPAKTUYECKYIO TTPOBEPKY.

6.14 Cnenuanuszanus u npodeccuoHanu3m

[Ipeamonaraer mnpuBiIeYeHHE K pa3pabOTKE CPEACTB M pealn3alud Mep 3alluThl
uH(pOpMaIIMK CTIeNUATN3UPOBAHHBIX OpraHU3alni, HanOoJee MOATOTOBICHHBIX K KOHKPETHOMY
BUJTY JICATEIHHOCTH IO 00ECTIeUeHNI0 0€30MaCHOCTH TEPCOHAIBHBIX JAaHHBIX, UMEIOIINX OIBIT
MPAKTUYEeCKOH pabdoThl W TOCYJApCTBEHHYIO IHUIEH3UIO HA TMPaBO OKa3aHHUsI YCIyr B ITOM
obOnactu. Peanm3arus agMUHUCTPATUBHBIX MEp W OSKCIUTyaTallds CPEJCTB 3aIllWTHl JIOJDKHA
OCYIIECTBISTHCS MPOQPECCHOHANIBHO MOATOTOBICHHBIMU crieranuctamMu V3 «Hosocnacckas
Pb».

6.15 OO0s3aTenbHOCTh KOHTPOJIS

[Tpenmoiaraer 00A3aTeILHOCTh M CBOEBPEMEHHOCTH BBISBJICHHS W MPECEUYCHUS TOMBITOK
HAPYIICHUS YCTAHOBJICHHBIX TpPaBUI oOecreueHus] 0e30MacHOCTH MEPCOHATBHBIX JAaHHBIX Ha
OCHOBE HCITOJIb3yeMbIX CHCTEM M CPEJICTB 3alUThl HH(MOpPMAIMH TPU COBEPIICHCTBOBAHUHU
KPUTEPUEB U METOJIOB OLIEHKU 3((HEKTUBHOCTH ITUX CUCTEM U CPECTB.

KoHTpoinb 3a nesaTensHOCThIO JIF0OOTO MOJIB30BATENsA, KaXKJIOTO CPEJCTBA 3alIUTHI U B
OTHOIICHUH JIO00r0 OO0BEKTa 3allUThl JOKEH OCYIIECTBISATHCS HA OCHOBE NPUMEHEHUs
CPEIICTB  ONEPATUBHOTO KOHTPOJISI ¥  PErHCTpalid W JIOJDKEH  OXBaThiBaTh  Kak
HECaHKI[MOHUPOBAHHbBIC, TAK U CAHKIIMOHUPOBAHHBIC JCHCTBHS MOTH30BATEIICH.

7. Mepbl, METOBI U CPeICTBA o0ecredeHNsl TPeOyeMOoro ypoBHs 3alIUILEHHOCTH

Obecnieuenne TpeOyeMOro YpOBHS 3aIIMIIEHHOCTH JIOJDKHOCTU JOCTUTAThCS C
UCIIONIb30BAaHUEM MeEp, METOJOB H CPEACTB 0Oe3omacHOCTH. Bce Mepsl obecrieueHUs
0e30MmacHOCTH UH(POPMALIMOHHBIX CHCTEM MEPCOHANBHBIX JaHHBIX MOAPA3AEAIOTCS Ha:

- 3aKOHOJIaTeIbHBIE (ITPABOBKIC);

= MOpPAJIbHO-3TUYCCKHUC,



- OpraHU3alMOHHBIE (AIMUHUCTPATUBHBIC);
- ¢u3HIecKue;

- TEXHUYECKHE (annapaTHble U IPOrPaMMHBIE).
[lepeuenp BbIOpaHHBIX Mep oOecrieueHus O€30MacHOCTH oOTpaxaercs B Ilmane
MEpONPUATHHA IO 00ECIIEYEHHIO 3ALUTHI IEPCOHATBHBIX JaHHBIX.

7.1 3akoHomaTeabHBIC (PABOBBIC) MEPHI 3aIUTHI

K npaBoBbIM MepaM 3aIMTBl OTHOCSTCS JEMCTBYIOLIME B CTpaHE 3aKOHBI, YKa3bl U
HOPMATUBHBIE aKThl, PErJIaMEHTUPYIOLIME IMpaBuja OOpalleHuss ¢ NePCOHAJIbHBIMU JTAaHHBIMHU,
3aKpeIUIAIONINe MpaBa U 00A3aHHOCTH YYaCTHUKOB MH(OPMALMOHHBIX OTHOIICHHWH B IMpOLECcCe
ee 00pabOTKM U HMCIIOJIb30BaHM, a TAKXKE YCTaHABIMBAIOIINE OTBETCTBEHHOCTb 3a HApYIIECHUS
TUX MpaBW, MPEMSATCTBYS TEM CaMbIM HEIPAaBOMEPHOMY HCIIOJIb30BAHUIO IEPCOHAIBHBIX
JAHHBIX U SIBJIAIOLIMECS CIEPKUBAOIINUM (HaKTOPOM JJIs MOTEHLIUAIBHBIX HAPYLIUTEICH.

[IpaBoBbIe MeEpBI 3aAIIUTHI HOCAT B OCHOBHOM YIPEKIAOMUH, MPOPHIAKTUICCKHIA
XapakTep U TpeOYIOT IOCTOSHHOW pa3bsCHUTENBHOW pabOThl € IMOJB30BATEISIMU U
00CITyUBAIOLIUM I1IEPCOHATIOM CUCTEMBI.

7.2  MopaiabHO-3TUYECKHE MEPBI 3aIIUTHI

K MopallbHO-3THUECKUM MepaM OTHOCSATCS HOPMBI MOBEICHHS, KOTOPBIC TPaIUIIHOHHO
CJIOKUJTUCH WJIM CKJIAJBIBAIOTCA IO Mepe pacrnpocTpaHeHuss OBM B crpane wim oOiectse. ITH
HOPMBI OOJIBIIEH YaCThIO HE SIBIISIIOTCS 00SI3aTEIbHBIMHU, KaK 3aKOHOJATEIBHO YTBEPKICHHbBIE
HOPMATUBHBIC AKTbl, OJHAKO, HX H€C06JIIOI[6HI/IG BEACT O6bI‘-IHO K IIaACHUIO aBTOPUTCTA,
NPECTIIKA YeJI0BEKa, TPYIIIbI JIUI] WK OpraHu3aiui. MopalbHO-3THYECKHAE HOPMBI OBIBAIOT KaK
HenucaHble (HampuMmep, OOIIENpPU3HAHHBIE HOPMBI UYECTHOCTH, MATPUOTH3Ma U T.II.), TaK U
MucaHble, TO €CTh 0()OPMIICHHBIE B HEKOTOPBIN CBOJ (YCTaB) MpPaBUJI WU MPEAITHUCAHHA.

MopanbHO-3THUECKHE MEpbl 3alIUThl SBISAIOTCA MNPO(PUIAKTUYECKUMH U TpeOyroT
MOCTOSIHHOM paboOThl 1O CO3JAHHMIO 30POBOTO MOPATBHOTO KIMMaTa B KOJJIEKTHBAX
HOI[pEB)IeJ'IeHI/II\/'I. MOpaJ'H)HO'STI/I'-Ie()KI/IC MCPBI 3alIUTBl CHUIKAIOT BEPOATHOCTH BO3HUKHOBCHUA
HETaTHUBHBIX JEHCTBHUI CBSI3aHHBIX C YEIOBEYECKUM (PaKTOPOM.

7.3 OpraHu3anroHHBIE (aIMUHUCTPATUBHBIE) MEPHI 3ALTUTHI

OpranuzanoHHble (aAMUHUCTPATUBHBIE) MEPHI 3AIIUTHI - 3TO MEPbl OPraHU3AIMOHHOTO
XapakTepa, PerIaMeHTUPYIOIIUE Mpoluecchl (YHKIIMOHUPOBAHUS WH(GOPMAIMOHHBIX CHCTEM
MEPCOHANIBHBIX JaHHBIX, WCIIOJIB30BAHUE PECYpCOB MH(MOPMAIIMOHHBIX CHUCTEM IMEPCOHATBHBIX
TaHHBIX, AESITETbHOCTh OOCIYKHMBAIOIIETO TMEepCoHaNa, a TakkKe IMOPSJI0K B3aWMOACHCTBUS
noJyib30BatTeseil ¢ MH(GOPMAIIMOHHBIMA CHUCTEMaMU TEPCOHAIBHBIX JaHHBIX TaKUM O00pa3oM,
9TOOBl B HAaWOOJBIIEH CTENEHU 3aTPYAHUTh WM HCKIIOYUTH BO3MOXKHOCTH PEaU3ally yrpo3
0€30MacHOCTH WJIM CHU3UTH pa3Mep MOTEPh B CIydae UX peanu3aliu.

[maBHass 1enb  AAMUHHCTPATHBHBIX  MEp, TMPEANPUHUMAEMBIX HA  BBICIIEM
yIpaBIE€HYECKOM ypOBHE — CcGOPMUPOBATHh MOJUTUKY HWHGOPMAIMOHHON O€30MacHOCTH
MEPCOHANBHBIX JAHHBIX (OTPAKAIOUIYI0 MOIXOIbI K 3aluTe WHPOpPMAIMU) U 00ECIEeUUTh ee
BBITIOJTHEHHE, BBIJIEISS HEOOXOAMMBIE PECYPCHI i KOHTPOIUPYS COCTOSIHHE JIETI.

Peanu3zanus monuTHKH HHPOPMAIIMOHHOW OE€30MACHOCTH TMEPCOHANBHBIX JIaHHBIX B
WH()OPMAIMOHHBIX CHUCTEMaX IMEPCOHAIBHBIX JaHHBIX COCTOST M3 MEP aIMHUHUCTPATUBHOTO
YPOBHS ¥ OPTaHU3AIMOHHBIX (TIPOLIETYPHBIX) MEp 3aIUTH HHPOPMAITIH.

K agMuHHCTpaTHUBHOMY YpPOBHIO OTHOCSITCS PEIIEHUS PYKOBOJICTBA, 3aTparvBaloIINe
JESTENIbHOCTh PacCMaTPUBAEMbIX B IIEJIOM. DTU PELICHUS 3aKPEIUIIFOTCS B JIOKATBHBIX aKTax
I'V3 «Hosocnacckas PBy. llpuMepoM Takux pelIeHH MOTYT OBITh:

- IpUHATHE pemeHuss 0 (GOPMUPOBAHUU WU TEPECMOTPE KOMILJIEKCHON MpOrpaMMBI
obOecrieueHrss 0€30MaCHOCTH TEPCOHANBHBIX TaHHBIX, OMNpPEIEICHHEe OTBETCTBEHHBIX 3a €e
peann3aluio;

- popmynupoBaHue  IleNield, TOCTAaHOBKA  3ajad, OMNpeAeJCHHEe  HaIlpaBJICHUN
JeSITEIbHOCTH B 00J1acTH 0€3011aCHOCTH MEPCOHANBHBIX JaHHbIX;



- MPUHATUE PELIEHUN MO BOIMpOCaM peanu3alii MporpamMmbl 0€30MacHOCTH, KOTOphIE
paccMmatpuBaroTcs Ha ypoBHe V3 «Hosocnacckasa PBb» B uenom;

- obecrieueHrue HOPMATHBHOM (TIPaBOBOI) Oa3bl BOIIPOCOB OE30MACHOCTH U T.II.

[TonuTrKa BEpXHETO YPOBHS JIOJDKHA YETKO OYEPTUTH Chepy BIHMSHHUS U OTPAHHUYCHHS
IpH  ONpENEICHHH IeJe O0e30MacHOCTH TMEPCOHANBHBIX JIaHHBIX, OMNPEACIUTh KAKUMU
pecypcamu (MaTepualibHbIC, MEPCOHAT) OHM OyIyT JOCTUTHYTBI W HAWTH pa3yMHBIN
KOMIIPOMUCC ~MEXJy NpPUEMIIEMBIM YPOBHEM 0€30MacHOCTH U  (DYHKIMOHAJIBHOCTBIO
UH(POPMAIIMOHHBIX CHCTEM.

Ha opranu3aiiuoHHOM ypOBHE OIPEACTSIOTCS MPOLEAYPHI U MIPaBHIIA JOCTHKEHUS TIeNei
U peIlIeHHs 3aad TOJIUTUKA HH()OpMAMOHHOW Oe30MacHOCTH TEePCOHAIBHBIX TaHHBIX. DTH
IpaBUiIa OTPEEIISIOT:

= KaKOBbBI PpOJIN H 0053aHHOCTH AOJDKHOCTHBIX JIMI[, OTBE€YAKOINHUE 3a IIPOBCACHHUC
MOJIUTHKH 0€30I1aCHOCTHU MNEPCOHATIBHBIX JAHHBIX, @ TaK K€ UX YCTAHOBUTHh OTBECTCTBCHHOCTD,

= KTO UMCCT IIpaBa J0CTYyIla K IIEPCOHATIbHbIM JAHHBIM,

- KaKMMHU MEpaMH U CPEJICTBAMU 00ECTIeYHBACTCS 3aIUTa EPCOHATBHBIX JTaHHBIX;

- KAKUMH Me€paMH M CpEACTBAMU O0ECHeYMBAaeTCsl KOHTPOJIb 3a COOJIOIECHHEM
BBEJICHHOT'O peXXUMa O0€30I1aCHOCTH.

OpraHu3anroHHbIE MEpPbI JOJKHBIL:

- IpegycMaTpuBaThb  pPErVIAMEHT HMH()OPMALMOHHBIX  OTHOUIEHHMH, MCKIIIOYAIOIINX
BO3MOXHOCTb HCCAHKITMOHUPOBAHHBIX [[eI‘/JICTBI/If/'I B OTHOILIIEHUU 00BEKTOB 3alllUuThI,;

- OMpeneNsATh KOATUIIMOHHBIE M MepapXU4YeCKUe MPUHIMIIBI U METOABI Pa3rpaHUYCHHS
A0CTYyIIa K ICPCOHAJIbHBIM JaHHBIM,

= OIIpCAC/ATh IOPAOOK pa6OTLI C IIPOrpaMMHO-MAaTCMATUYCCKUMHU H TCXHHUYCCKUMU
(annapaTHHe) CpeACTBAMU 3aIIHUThI U KPUIITO3AIMWUTEI U APYTUX 3aAIMUTHBIX MECXAHU3MOB;,

- opranuzoBatb Mepbl mportuBojedcTBus  HCJ[  momp3oBarensiMu  Ha  dTamnax
ayTeHTU(UKAINK, aBTOPU3ALMHU, HAECHTU(UKAIMHU, O0ECHEUYMBAIOIINX TapaHTUHU peanu3aluu
MpaB U OTBETCTBEHHOCTH CyOBEKTOB MH(POPMAIIMOHHBIX OTHOIICHH.

B opranusannoHHbIe MEpPBI JOJKHBI COCTOSATH U3:

- OrpaHUYEeHHUE JOCTYIa B MOMEIICHHUS, T/I€ PACIOI0KEHb HHPOPMAIIMOHHBIE CUCTEMBI
MEPCOHAJIbHBIX JAHHBIX U UX OTJICJIbHBIC 3JIEMEHTHI;

- MOPAJIOK JIOMYCKa COTPYAHUKOB K MCIIOJIB30BAaHUIO PECypcoB HHGPOPMALMOHHBIX
CHUCTEM IepCOHaNbHBIX NaHHbIX ['V3 «Hosocnacckasn Pby;,

- perjaMeHTa TMpOILIECCOB BeIeHUs ©0a3 JaHHBIX M OCYLIECTBICHHMS MOAM(UKALUU
MH(OPMaLIMOHHBIX PECYPCOB;

- perjaMeHTa MpOLECCOB OOCITY>KUBAHHS U OCYIIECTBICHHUSI MOAU(DUKALIUY annapaTHBIX
U IPOTPaMMHBIX PeCypcoB MH()OPMAIIMOHHBIX CUCTEM MEPCOHANBHBIX JaHHBIX;

- UHCTPYKIMI TMoJyib30BaTene MHGOPMALMOHHBIX CUCTEM MEPCOHAIbHBIX JIaHHBIX
(amMuHHCTpaATOpa, aAMUHUCTPATOPa OE30MTACHOCTH, OIIepaTopa);

7.4 ®uznueckue MephI 3aIIUThI

®dusndeckue Mephl 3alIUThl OCHOBAHBI Ha MPUMEHEHUH Pa3HOTO POJa MEXaHMYECKHUX,
ANEKTPO- WM  DJIEKTPOHHO-MEXAHMYECKUX YCTPOWCTB M  COOPYKEHHUM, CIEHaIbHO
MpeAHa3HAYEHHBIX I CO3JaHUsA (PU3UYECKHX TMPEMATCTBHH HAa BO3MOXHBIX ITYTAX
MPOHUKHOBEHUS M JIOCTYNla MOTEHIMAIbHBIX HapyLIIUTENEeH K KOMIIOHEHTaM CHUCTEMbI U
3aIUIaeMoi HHPOPMAIINH, a TAKKEe TEXHUIECKUX CPEACTB BU3YAIBbHOTO HAOIIOICHUS, CBSI3H U
OXPAaHHOM CUTHAIU3ALUU.

®dusnyeckas 3amuTa 3JaHUN, MOMEIICHUH, OOBEKTOB M CPEACTB HH(POpPMATH3AIUU
JIOJIKHA OCYILIECTBIIATHCS TYTEM YCTAaHOBIIEHUS COOTBETCTBYIOIIUX IMOCTOB OXPaHBI, C HTOMOIIBIO
TEXHUYECKUX CPEJCTB OXPaHbl WIW JIIOOBIMH JPYTUMHU CIOCOOaMHU, TPEIOTBPAIIAIONIUMU W
CYILIECTBEHHO 3aTPYAHSIOIIMMU MPOHUKHOBEHHWE B 3[laHHE, TOMEIIECHHUS] MMOCTOPOHHUX JIUII,
XUIIeHNe WH(OOPMAIMOHHBIX HOCHUTEJCH, CaMHUX CPEICTB MH(POpPMATH3AINH, HCKIIOYAIOIIHMU
HaXO0JXXJICHWE BHYTPH KOHTPOJIUPYEMOH (OXpaHseMOil) 30HbI TEXHUYECKUX CPEJICTB Pa3BEIKH.



7.5 AnmapaTHo-porpaMMHBIe cpenicTBa 3amuThl [1/1H

TexHuuyeckue (ammapaTHO-MPOTPAMMHEIE) MEPHI 3alUThl OCHOBAaHBI HA MCIOJIb30BAHUU
Pa3IMYHBIX AIEKTPOHHBIX YCTPOUCTB U CIIEIUAIBHBIX TporpamMm, BXoasamux B coctaB UCII/IH u
BBITOJIHSOUINX (CAaMOCTOSITENIFHO WIIM B KOMIUIEKCE C IPYTHMHU CPEICTBAMH) (DYHKLIUHU 3aIUTHI
(uneHTU(UKAUIO U ayTeHTU(DUKALMIO TOJB30BaTElICH, pa3rpaHUYCHUE JOCTyIa K pecypcam,
perucTpanuio coObITHi, KpUNTOrpahuIecKoe 3aKpeITHe HHPOPMAITUH U T.11.).

C yderoMm Bcex TpeOOBaHMW M MPHHIUIOB OOECIIeYeHUs 0€30MacCHOCTH MEePCOHATBHBIX
JAHHBIX W WH(POPMALMOHHBIX CHCTEMax IO BCEM HAIPaBICHHUSM 3alUTHl B COCTaB CHCTEMBI
3alIUThI JOJDKHBI OBITh BKJIFOUEHBI CIICAYIOIINE CPEACTBA!

- cpenctBa  uIeHTUPUKAIMK (ONMO3HABaHMA) W ayTeHTH(UKAUU (TMOATBEPKIACHUS
NO/UIMHHOCTH ) IOJIb30BaTeNed HH(POPMALIMOHHBIX CUCTEM MIEPCOHATILHBIX JJAHHBIX;

- CpeACTBa pa3rpaHUYEHHUs JOCTYIa 3apEeTrUCTPUPOBAHHBIX TOJb30BaTENIEd CUCTEMBI K
pecypcam HH(POPMAIIMOHHBIX CUCTEM MEPCOHANBHBIX NaHHBIX 1YV 3 «Hosocnacckas Phy,

- cpeAcTBa oOecreueHus: U KOHTPOJIS LETOCTHOCTU MPOTPAMMHBIX U MH(GOPMALIMOHHBIX
pPECYpCOB;

- CpeICTBa ONEPATUBHOTO KOHTPOJISI U PETUCTPALINN COOBITHI OE30IMaCHOCTH;

- Kpunrorpaduyeckue cpeacTBa 3allUuThl IEPCOHATBHBIX JIaHBIX.

YcnenHoe npuMeHeHHe TEXHUYECKUX CPEJICTB 3alllUThl HA OCHOBAHUU MPEACTaBIECHHBIX
BBIIIIC TPUHIMIIOB TMPEANOJAraeT, 4YTO BBHIIOJHEHHE TIEPEUMCICHHBIX HIDKE TpeOoBaHUM
o0ecre4eHo OpraHu3allMOHHBIMH  (aIMUHUCTPATUBHBIMH) MEpaMH M  HCIOJIb3yeMbIMHU
(U3UYECKUMU CPEACTBAMU 3AIUTHI:

- obecrieueHa (¢u3MyuecKas LEIOCTHOCTh BCEX KOMIIOHEHT HH(OPMAMOHHBIX HCTEM
MEPCOHAIIbHBIX JIAHHBIX;

- KQXJIbIil COTPYIHUK (TMOIb30BaTeNlb) WM TPyIMMa MoJb30BaTenei MHGOPMAIMOHHBIX
CHUCTEM TEPCOHAJBHBIX JaHHBIX HWMEET YHUKAJIbHOE CHUCTEMHOE HMS M MHUHHUMAIbHO
HEOOXOJUMBIC NIl BBITOJIHEHUS UM CBOUX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEW MOJTHOMOYHUS IO
JIOCTYITY K PECYpCaM CHUCTEMBI;

- BCE W3MEHEHHMS KOH(PUTYpallMd TEXHUYECKHMX M  MPOTPAMMHBIX  CPEJICTB
WH(OPMALIMOHHBIX CUCTEM TMEPCOHANBHBIX JaHHBIX MPOU3BOIATCS CTPOTO YCTAHOBICHHBIM
MOPSIAKOM  (PETUCTPUPYIOTCSI U KOHTPOJUPYIOTCS) TOJIBKO HAa OCHOBAHUM PACTIOPSIKEHUHN
pykoBoactBa ['V3 «Hoeocnacckas Pby;,

- ceTeBOoe 000pynoOBaHHE (KOHIIEHTPATOPbI, KOMMYTATOpbI, MapHIPyTHU3aTOPhl U T.IL.)
pacrioiaraeTcsi B MeCTaX, HEJIOCTYMHBIX [JIsi MOCTOPOHHMX (CIEIMAIBHBIX TMOMEIIECHUSX,
mkadax, u T.11.).

- cnenmanuctamu V3 «Hosocnacckas PBy ocymiecTBIsIeTCsl HEMPEPHIBHOE YITPaBICHUE
¥ aJIMUHHUCTPATUBHAS MOAJIEPKKA (PYHKIIMOHUPOBAHUS CPECTB 3AIHTHI.



